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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

YK-6 CriocobeH ympaBisiTh CBOMM BPEMEHEM, BHICTPAUBATh M PEATM30BBIBATH TPACKTOPUIO CAMOPA3BUTHS
Ha OCHOBE PUHLIUIIOB 00pa30BaHUs B TEUEHUE BCEH KU3HU

1.2 Tumel 3aga4 mpoQecCHOHATBHOU NeATeNbHOCTH, K KOTOPBIM TOTOBSTCS OOydYaroluecss B paMKax

OCBOCHHUA NUCHUIIIIUHBI:

- OpPraHU3aLMOHHO-YIIPABICHYECKUN

- DKCIUTyaTalMOHHBIN

1.3 JlucuuriinHa OpHEHTUPOBAaHA Ha MOJATOTOBKY OOydYarommxcs K MpodeccHoHaTbHON IeSTEILHOCTH B
cdepe: 06 Csa3b, HHPOPMAIIMOHHBIC I KOMMYHUKAITMOHHBIE TEXHOJOTHH (B c(epe TEXHUKU U TEXHOJIOTHH,

OXBAaTBIBAIOUICH COBOKYNHOCTH MpPOOJIeM,

CBIA3aHHBIX C oOOecleYyeHUEM 3allUIIEHHOCTH OOBEKTOB

MH(OPMAaTH3AIMU B YCIOBUAX CYIIECTBOBAHHS YTPO3 B MH(POPMALMOHHOM cepe)

1.4 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBIL:

O06001TIeHHBIEC TPYIOBEIC
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH

Kon n HammenoBaHue
xommnereniuu ®I'OC BO,
HEOOXOOUMOH IS

npodeccruoHaIbHEIC (hopMHpOBaHUS TPYIOBOTO
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBHUS

MHankaTtopbl JOCTHKEHUS] KOMIIETEHIIAM

YK-6 CnocobeH ynpasisith
CBOUM BpEMEHEM,
BBICTPanBaTh U
pean30BBIBaTh
TPaEeKTOPHIO CaMOPa3BUTHS
Ha OCHOBE IIPUHIIMIIOB
00pa3oBaHus B TEUCHHUE
BCEH XKU3HU

Opranusyer mporecc 3((HEKTHBHOTO paclpeacIeHus
BPEMEHHBIX PECypcOB Ha BCEX OJTamaXx OCBOCHHUS
TEXHOJIOTHH TIporpaMMupoBanus JavaScript, ¥ Ha 3TOH
OCHOBE BBICTPAaHBAET TPACKTOPHIO TMPOHECCHOHATEHOTO
CaMOPa3BUTHS B obacTu nH(pOpMaITHOHHON
6e30macHOCTH

1.5 CornacoBanue MEXAUCITUTUTMHAPHBIX CBA3CH TUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

VYK-6 CrnocobGeH ymnpaBiiTh CBOUM BpEMEHEM,
TPAEKTOPHUIO CAMOPA3BUTHS HA OCHOBE IPUHIIMIIOB 00PAa30BaHUS B TEUCHUE BCEH KU3HU

Ne
n/m

HanmenoBanmue
JIMCITUILINH,
OTIPEICIISIFOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

®dopma oOyyeHus

Ounas
(cemectp)

21314151617

—

TensorFlow: 6a30BbIit
YpOBEHB

2 |BectimnorHbie
aBUALIMOHHBIE
CHCTEMBI

3 |Bokenr -
IPOrpaMMHUPOBaHHUE

4 |BBeneHue B
MIPOCKTHYIO
JIeITEILHOCTD

BBICTpauBaTb U PCaIM30BbIBATH




5 [T'eonndopmanoHHbIE +
CHCTEMBI
TEXHOJIOTUN
JUCTaHIIHOHHOTO
30HIMPOBaHUS 3eMIIN

6 |UckyccTBeHHBIN +
WHTEIUJICKT B
TEICKOMMYHUKAIUSIX

7 |ManunynsTopHbie +
poOOoTHI

8 |Mertoanka +
MOJTOTOBKY Hay4HBIX
My OTrKaIii

9 (Metonuka +
MIPOBEACHHUS HAyYHOTO
HACCIIEOBAHNS

10 (MeTonpI ¥ CHCTEMBI +
00paboTKM OONBIINX
JIAHHBIX

11 |MeTtonbl IpUHSTHS +
pelieHuit u
MaIruHHOE 00ydIeHNE

12 [MobunpHas +
poOOTOTEXHHKA

13 |MognenupoBanue +
TEJIEKOMMYHHUKAIOH
HBIX CHCTEM

14|OcHoBsI padoTs B [10 +
Agisoft Metashape

15 (ITogroroBka +
oIrepaTopoB
HA3EMHBIX CPEACTB
YIpPaBICHHS
OECIMIIOTHBIM
JIETaTeIbLHBIM
arnmnapaTom
CaMOJIETHOTO H
BEPTOJIETHOTO THITA

16 [ITpuHITAIET +
CHCTEMAaTU3ALUA
Hay4YHOT'0 MaTepuaa

17 |IIpoekTHBIN ceMuHap + |+ [+ |+

+

18 |Pa3pabotka caliToB

19 |Crapran: unes ¢ Hyis +

20 |Crapran: oT uaeu K +
MVP

21|Crapram: mpakTHKa +
CO3JIaHMs
COOCTBEHHOTI'O
OusHeca

22 |Texnomorun +
paguonieHTH(UKAITI
UB
TEJIEKOMMYHUKAIIHOH
HBIX CHCTEMax

2. Mecto nucuuninHbl B cTpykrype OIl 6akanaBpuara:



HucuumuinHa «IIporpammupoBanue Ha Java Scripty OTHOCHTCS K 4YacTH, (HOpPMHUPYEMOH ydaCTHHKAMHU
oOpa3oBareibHbIX OTHOIIEHUH,  yueOHoro trana OIl mo nHampasienuto mnoarotoBku 10.03.01 -
Wudopmanmonnas 6€30MacHOCTb.

Hucrunmaa «IIporpamMmmupoBanue Ha Java Script» u3ydaercs B 6 ceMecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCLUILUIMHEL: 2 3.€.

Ounas: 2 3.e.
Bun yueOHo# paboTh Qunas
(Bcero yacos)
O0mast Tpy10éMKOCTb TUCHHUILIHHBI 72
KonrakTHast paborta 32
Jlexmm (Jlextmm) 16
[Tpakruueckue (Ilpakt. pad.) 16
CamocrositensHas padota (CP) 40
3auer -
3.2.ConepxaHue Kypca:
No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlek |IIpa | CP
L[UH | KT.
pao.
O]l0|O
2 ceMecTp

1 [Ipenmer u 3amaun Jlokmang
MpOrpaMMHO-ammap | |4
aTHOM 3aIIUTHI
uHpOpMaLIUH.

2 Cucremsl i i 6 JlaGoparopHas
uAeHTU(DUKATH pabora

3 JlocTyn K 1TaHHBIM JlaGoparopHas
CO CTOPOHBI - - 6 pabora
npoiiecca.

4 [IporpammHuo-anmap JlabGopatopHas
aTHBIC KOMILICKCHI ) ) 6 pabora
3aIUTHI
nHpopmauu.

5 Mertonbl U cpeacTaa JlabGopatopHas
OTpaHUYCHUS ) ) 6 pabora
JocTyna K
KoMnoHeHTam OBM

6 Ilonsitne obparHoro | i 6 JlabGopatopHas
MIPOCKTUPOBAHMUS. pabora

7 3anmTa nporpamm i i 6 JlabGopatopHas
OT U3YYCHHUSI. pabora

Tema 1. Ilpeamer u 3a1a4u NPOrpPaMMHO-ANNIAPATHOM 3a1IUTHI MH(pOpManuu.

Jlexknus.




[IpenMert u 3a1a4n MPOrpaMMHO-AMNIapaTHOM 3amuThl nHGopManuu. Knaccudukarmst METoI0B 1 CPEICTB
IIPOTpaMMHO-aNNapaTHON 3alIUThl HH(OPMALIUH.
3ananus 1J151 CAMOCTOSITEILHOI padoThI.
1.Ilepeuncnure 3aga4u NporpaMMHO-aNapaTHON 3alUThl HHGOPMAITIH.
2. [IpousBenuTe KJIACCH(PHUKALNIO METOJIOB U CPEACTB MPOTrPaMMHO-aNNapaTHON 3alIUThl HH(pOpMALIX

Tema 2. Cuctembl HAeHTH(PUKATTUN

Jlexknus.
[TporpammHo-annaparHas uaeHTHGUKanus cyobekra. [lonsatue npotokona uaeHTuukanuu. Opranuzanus
XPaHEHUS KIIIOYEH.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Ilepeuncnute BUABIMACHTU(DUKALMS CyObEKTa HAa OCHOBE ITPOrpaMMHO-AINNAPATHBIX PELICHUH.
2. Uro MOXET CIy)KUThb B KauecTBe ayTeHTH(]ukaropa. [IpoaHanusupyiite cuibHble ciabble CTOPOHBI
IIPEIJIOKEHHBIX PELICHUMN.
3.Ilepeuncnure JOCTOMHCTBA M HEAOCTAaTKH MaposibHOW ayTeHTuuKamuu. OIEHUTe CTOWKOCTb
IIPEJIOKEHHBIX ITapOJICH.

Tema 3. locTyn K JaHHBIM €O CTOPOHBI NpPoLIECCA.
Jlekumus.

[Tpouecch u nanHble. CriocoOwl pukcanmu (hakra qoctyna. HaaekHOCTh CUCTEM OTpaHUYCHUS JOCTYTIA.
3ammra ¢aitinoB oT MoaudUKAITIN. IIEKTPOHHAS TTOATHCH.

3aganus AJ151 CAMOCTOSITEJIbHOM PadoThI.
1. HocTyn K KakuM JaHHBIM CO CTOPOHBI ITPOLIECCA MOYKET BBI3BIBATH TPEBOTY.
2. Cnioco06s! ¢ukcaruu dakra noctyna. Bo3MokHbIe BaprHaHThI 00X0/1a pErUCTPaIiK T0CTyTa.

3. Peanusyiite oCHOBHBIE cHOCOObI 3amuThl (hailioB or Momudukauuu. IIpoaHanu3upynTe CTOMKOCTDH
IIPEIOKEHHBIX PELICHUN

Tema 4. IlIporpaMMHoO-annapaTHble KOMILUIEKCHI 321U ThI HHpOpMaMU.

Jlekumus.
[TporpammHuo-anmaparubie komriekenl. [emu. Knaccudukanus. Tunsl. Haznauenue. Cepruduxarusi.
VYcranogka [10. Cpenctsa ynpasienus. YcTaHoBKa kireHTa. CriocoObl ayTeHTHU(UKAIIMH TI0TB30BaTENs TPH
BXOJIE€ B OMEPAILMOHHYIO CUCTeMY. BpemeHnHas 6rokupoBka kommbiotepa. Co3nanue mudpoBaHHOTO
karanora. PacmmudposeiBanue (aiina. Pabora ¢ koHbuaeHIIHaTEHBIMU pecypcamu. CMeHa
ayTeHTU(HKaTopa aAMUHHUCTparopa. TectupoBanue namsaTi. KoppekTupoBka 1mabi0HOB KOHTPOJIS
L[EJIOCTHOCTH

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. I[lepeuncnure BO3MOXKHOCTH MPOrPaMMHO-AIIAPATHBIX KOMIUIEKCOB 3aIlIUThI HH(OpMAIUH.
2. Ilpennoxure pemieHne s NOCTPOEHUS allapaTHbIX WM IPOrPAMMHBIX KOMIIOHEHT 3aILUThI JaHHbBIX.

3. Peammsyiite Ha ocHoBe I[TAK momcucremsl 3amuThl, MPEAyCMOTPEHHBIE CTaHAAPTaAMH OE30MaCHOCTH.
OO6ocHyiiTe ToCcTHKEHUE HEOOXOIUMBIX TMOKa3aTeNe u3 cTaHaapTa 0€30MacCHOCTH.

Tema 5. MeToabl 1 cpeacTBa OrpaHUYeHHsI 10CTYNIa K KOMIOHeHTam JBM

Jlexknus.
Orpannyenue noctyna k komnoneHtam DBM. Knaccudukaryst MeTo0B 3auThl HHPOPMAITUH OT
HECaHKIIMOHUPOBAHHOIO KOMMPOBaHUsl. OCHOBHBIE MTOJIXO/IbI K 3aIUTE AJAHHBIX OT HECAHKIIMOHUPOBAHHOTO
nocryna. [lIudposanue. Kontposs goctyna u pasrpanndenue noctyna. Mepapxudeckuii JOCTYI K
MH(POPMALIMOHHBIM pecypcaM. 3aiuTa ceTeBoro pecypcea. [IpotokonupoBanue gocrymna K daiinam.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. IIponsBenuTe 3alMTy JaHHBIX OT HECAHKIIMOHUPOBAHHOTO AOCTYTIIA.
2. OcHOBHBIE IOJXO/BI K 3aIUTE JaHHBIX OT HECAHKIIMOHUPOBAHHOTO AOCTYyNa



Tema 6. [ToHsATHE 00PATHOTO NPOEKTUPOBAHUS.
Jlekumus.

OCHOBHBIE METOIBI OOPATHOTO MPOeKTUpoBaHMs. OTiIaaKa mporpaMm, Tu3acceMOIMpPOBaHHE IPOTPAMM.
MonwuTtopsl coobiTuii. Knaccudukarus cpeacts ooparaoro mpoektupoBanus [10.

3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1.IIpoananu3upyiTe OCHOBHBIE 3a/1a4l, PEIIAEMBbl OTJIAJUMKAMHU.
2.Ilepeuncanre OCHOBHBIE METOBI 1N3aCCEMOIMPOBAHUE ITPOrPAMM.
3.ITokaxkuTe OCHOBHBIE MOHUTOPHI COOBITHI

Tema 7. 3ammTa nporpamMm ot U3y4eHHusl.
Jleknus.

OO01re NPUHIUIIBL 3aIIUTHI OT U3YYCHHS. 3alIUTa OT OTJIAKU. 3alIuTa OT IU3acceMONIUPOBaHUS. 3alUTa
OT TPACCUPOBKU IO MPEPHIBAHUSM

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. 3amura nporpaMm OT U3YUYEHHUS.
2. 3aumTa JaHHBIX OT HECAHKIIMOHUPOBAHHOTO JTOCTYTIA.
3. 3ammTa ¢aiaoB OT U3MECHECHHS.
4. HanexxHOCTh CUCTEM OTPaHUYEHUS JOCTYTIA.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

2 ceMecTp
* mocemnraemocts — 10 GamtoB
*  TEKyImui KOHTPOJb — 80 OamioB
*  KOHTPOIBHBIE cpe3bl — | cpe3 mo 10 GaIoB KasKIbIid
* mpeMuasbHbIE OaiuTel — 20 6aioB

Pacnipenenenne 6aJiioB 10 3aaHHSIM:

No  [Ha3zBanue tembl | DopMbl Max. Mertoauka mpoBeIcHUS 3aHATHS U OLICHKU
Te | /BHJI y4eOHOH |TEKyIEro | KoJI-BO
MBI paboThI KOHTpoJist | 0asuioB

/ cpe3sl




[Ipeamet u
3a1a4u
IpOrpaMMHO-aIl
napaTHou
3aLIUTHI
WHPOPMAITUH.

Hoxnan

10

Jloknag  cTyaeHTa TpeanoyiaraeT  OpraHu3alui0  COBMECTHOM
TUCKYCCUM aBTOpa, IPENOAaBaTeNls U  CTYAEHTOB IO BOIpPOCaM,
CBSI3aHHBIX C OIpPEICNCHHBIM pa3ienoM, NpobieMe WM crocode
peamm3anuu T.1. [locne nokmaga Bce WIEHBI TPYINIBl aKTHBHO
YyYacTBYIOT B 0OCYXIEHHH, HOOaBISAIOT  HMH(POPMALUIO, 3aJaI0T
BOIPOCHI U AETAIOT 3aMeYaHUs TOKIATIHKY.

OcCHOBHBIE KadecTBa JOKJIaAa IMOJIEKAIIETO OLIEHKE:

3 Oamna — 4yeTko chOPMYIUPOBAaHBI MPOOIEMBI, COOTBETCTBYIOIIAS
TeMe [OKJIaAa; IMOJHOTa PACKpPBITUS Marepuana Tembl JOKIaja; B
OCHOBHOM 4acTH JIOTMYHO, CBSI3HO M TOJIHO PacCMOTPEHBI PELIEHUs
npoOIeMsl; JeleHue IPe3eHTal Ha BBEACHUE, OCHOBHYIO YacTh H
3aKJIIOYEHNE; 3aKII0UEHUE COAEPIKUT BBIBOJIBL, IOTUYHO BHITEKAIOIINE
W3  CONEp)KaHUS  OCHOBHOM  4YacTH; HET  3aMeuaHuil 1o
MIPE3EHTAlIOHHOMY Marepuainy; MPAaBWJIBHO HCIIONB3YIOTCS U
MPUBEACHBl ABTOPUTETHBIE HCTOYHMKM HH()OpMAalWy; BBITOJIHEHA
3ajlaya 3aMHTEPECOBAHHOCTH CIylIaTeledl B TIpymne, akTUBHAs
JMCKYCCHSI CpeIn CTYACHTOB IPH 00CYKACHUH JOKIIaa.

2 Oamra — 4eTko c(HOPMYTUPOBAHBI MPOOIEMBI, COOTBETCTBYIOIIAS
TeMe J0KJajaa; AOCTAaTOYHO pacKpbiTa TeMa J0KJIana; B OCHOBHOM
YacTH TOJIHO PACCMOTPEHBI PELICHUS TPOOJIEMBI; JIeJIeHue
Mpe3eHTalluM  Ha BBEACHHE, OCHOBHYIO 4YacTh M 3aKJIIOYECHHUE;
3aKJIIOYEHHE  COIEPKHUT  BBIBOABI, JIOTUYHO BBITEKAOIIUE U3
CoZiepKaHUs OCHOBHOM JacTH; €CTh 3aMeYaHus o
MIPE3EHTAlIMOHHOMY MaTepuay; BBITTOJTHEHA 3aja4a
3aMHTEPECOBAHHOCTH CIyIIaTeledl B Tpymie, akTUBHAsA IJUCKYCCHUSA
CpeAr CTYACHTOB NP 00CYKACHUH JOKIaaa.

16a - yeTko chOpPMYIUPOBAHBI TPOOIEMBI, COOTBETCTBYIOIIAsI TEME
JOKJIazia; JOCTATOYHO PACKPBITa TEMa JTOKNIAJa; HEAOCTATOYHO MOIHO
pPaccMOTpEHBl peIleHHsT MPOOJeMbl;,  JACJCHHE TNPE3EHTAlUH  Ha
BBEJCHHE, OCHOBHYIO YacThb M 3aKJIOYEHHE; €CTh 3aMEYaHus II0
MPEe3CHTAllHOHHOMY  MaTepuaiy; ciabo  BBIIONHEHa  3ajada
3aMHTEPECOBAHHOCTH CIIyIIATENIEN B TPYIIIIE.

CucreMsl
HIeHTUHDUKAITIT

Jlabopato
pHas
pabora

10

JlaboparopHbie pabOThI BBIONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITIVHEL.

8 OatoB — maboparopHas paboTa BBITIOJIHGHA B ITOJIHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJieeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMAaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOMPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOIOTHUIO.

5 bamra — mabopaTtopHas paboTa BBITIOJIHCHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaoM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

2 Oamma - mpaboparopHas paboTa B IIE€JOM BBITIOJHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHI  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT MHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.

Hoctyn k
JaHHBIM CO
CTOPOHBI
npolecca.

Jlaboparo
pHast
pabora

10

JlaGoparopHble paOOTHI BBHIMONMHSIOTCA 1O TEKYIIEMY pa3feny HIu
TEMBI IUCLUIIIHHEL.

8 OamnoB — mabopatopHasi paboTa BBINOJIHEHA B TOJHOM OO0BEME,
CTYACHT CBOOOJHO BJlajgeeT MaTepHalioM, AEMOHCTPHUPYET IIyOOKue,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAaECT Ha BOMPOCHI,
UCTIONB3Ys NPOQEeCCHOHATBHYIO TEPMUHOIOTHUIO.

5 Oanna — naboparopHas paboTa BBIOJIHEHA, HO MMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHSI, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTIPOCHI.

2 Oamia - mabopatopHasi paOoTa B IIEJIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  paboTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIIOJB3YET 3arO0TOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMU Ha 3a7jaBaeMbl€ BOIIPOCHI.




[IporpamMmmHo-an
napaTHble
KOMIIJIEKCHI
3aLIUTHI
WHPOPMAITUH.

JlaGoparo
pHas
padora(x
OHTPOJIBH
blIii cpe3)

10

JlaGoparopHble paOOTHI BBHIMONMHSIOTCA 1O TEKYIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

8 OamnoB — mabopatopHasi paboTa BBINIOJIHEHA B TONHOM OO0BEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHUIO.

5 Oanna — naboparopHas paboTa BBIOJIHEHA, HO MMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTPOCHI.

2 Oamia - mabopatopHasi paOoTa B IIETIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

MeTtoas! u
cpencTaa
OTpaHUICHUS
JOCTYTIa K
KOMITIOHEHTaM
OBM

Jlabopato
pHas
pabora

10

JlaboparopHbie pabOThHI BBIMONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITIVHEL.

8 OatoB — maboparopHas paboTa BBITIOJIHGHA B ITOJIHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOIPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

5 bamra — mabopaTtopHas paboTa BBITIOJIHCHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBITIOJIHEHWS, CTYICHT BIAJEeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

2 Oamma - mpaboparopHas paboTa B II€JIOM BBEITIOJHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.

ITonsarue
oOparHoTro
MPOCKTUPOBAaHU
s

Jlaboparo
pHast
pabora

20

JlaGoparopHble paOOTHI BBIMOJMHSIOTCA 1O TEKyIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

20 6amnoB — nmaboparopHas paboTa BBHINOJHEHA B TOJIHOM OOBEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPOQEeCCHOHATBHYIO TEPMUHOIOTHUIO.

14 6annoB — naboparopHas paboTa BHIIIOJHEHA, HO UMEET HEKOTOphIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTIPOCHI.

7 GamnoB - mabopatopHas pa0doTa B LIEJOM BBHINOJIHEHA, OAHAKO B
mporecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHGOpPMALUEH MO
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

3amura
MPOrpamMm OT
U3yYCHUS.

Jlabopato
pHas
pabora

20

JlaboparopHbie pabOThI BBIONHSIOTCS TIO TEKYIIEMY pasieny MU
TEMBI JIUCIVITIIVHEL.

20 6amioB — maboparopHas paboTa BBITIOTHEHA B IOJHOM 00BEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaEeT Ha BOMPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

14 6amnoB — mabopaTopHasi paboTa BBIITOJIHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

7 GaminoB - mabopaTopHas paboTa B IIEJIOM BBITOJTHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHI  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT MHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 33J]aBaeMbIC BOITPOCHI
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8. ITocemaeMocThb 10

10 GanyoB — CTONPOLIEHTHOE MMOCEIICHUE 3aHATUH CTYICHTOM

7-9 OaynoB — MOCEMaeMOCTh CTYJeHTa cocTaBisieT He meHee 80 %
3aHATUN

4-6 Ga;IoB — MOCENMIaeMOCTh CTyIEHTa cocTaBisgeT He MeHee 50 %
3aHATUH

1-3 Oamna — moceniaeMocTb CTYAEHTa COCTaBsieT He MeHee 25 %
3aHATUN

9. IIpeMuansHbIC OaITHI 20 - 32 TIPOCKT, BHINOJHEHHBIA IO 3aka3y paboromarens U
peann30BaHHEIN Ha mpakTuke — 20 6auIoB;
- MOCTOSHHAsI aKTUBHOCTH BO BpeMs MpakTHUeCKuX 3aHsATui — 10
0aJIIoB;
- TIOJTHOCTBIO TIOJITOTOBJICHHAS K ITyOJMMKAIIMH CTAThsl M0 TEMaTHKE B
paMKax JUCIUIUTHHEI — 10 6auios;
- y4acTHhe € JOKJIaJJoM BO BCEPOCCHUMCKOW OJMMIIMAJZIE M0 TEMaTHKe
m3ydaemMoit mucruruinae — 20 0aios;
- yJacThe B BBICTaBKE IO TEMAaTHKE W3ydaeMOW TUCIHMILTUHBI — 20
0aJIIoB;
- myONHWKamusi CTaThMl 1O TEMaTUKE W3y4aeMOW IUCIHIUIUHBI B
COOpPHHMKE CTYyACHUECKMX paboT / MaTepuaigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20

10. |MunuBunyanbHbIC 3aJaHUs, 10 Pemenue ketica (10 6aioB)

C TMIOMOILBIO0 KOTOPBIX
MOXHO HaOpaTb
JOTIOJTHUTENIbHBIE OalTbI

[Mpoxoxnenne tectupoBanus (30 BOMPOCOB) IO BCEMY KypCy
mucturinHbl (10 6amos)

11. HUroro 3a cemectp 100

HToroBast oueHka 1o 3a4ery BeicTaBisgercs B 100-0auibHOM 1IKane U B TPaIUIIMOHHON YeThIPeXOaIbHOM

mkane. IlepeBog  100-0annpHOU

peﬁTHHFOBOﬁ OLICHKHU 10 JUCHUITIIIMHE B TpaAUIIUOHHYIO

YeThIpeX0auIbHYIO0 OCYIIECTBISIETCS CIEAYIOUIMM 00pa3oM:

100-0ajuibHasg cucreMa

TpanuuoHHas cucrteMa

50 - 100 6aiutoB

3ayTeHo

0 - 49 Gaiu10B

He 3auteno

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS

Jloxkman

Tema 1. [Ipenmer u 3aaa4n IporpaMMHO-aNapaTHON 3alUThl HH(POPMALIKH.

TeMbI TOKIag0B.
1. CpencrBa 3amuThl HHGOPMALUU

2. AnmaparHble CpeCTBa 3aMUThl HHGOPMAIHH

3. 3agaum anmapaTrHOro 00ecreyeHus 3anuThl THPOPMAITH

4. Bujpl anmapaTHbIX CPEICTB 3alIUThl HH(OPMAIIT

5. IlporpaMMHBIe CpeacTBa 3aIIUTHI HHPOPMAIIH
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6. Cpencrpa apxuBanuu HHGOpMaIH

7. AHTUBUPYCHBIE POTPAMMBI

8. Kpunrorpapudeckue cpeacrsa

9. Unentudukarus u ayreHTHDHUKAIUS TTOJIb30BATEIIS

10. 3amuTa nnpopmanuu B KC 0T HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA

11. JIpyrue mporpaMmMHBIE CpECTBa 3alIUTHI HHGOPMAIUH
JlaGoparopHasi paéora

Tema 2. Cuctembl uaeHTUDHUKAITIN
JlaGoparopHas paboTta. 3anuTa KOMIbIOTEpa U JaHHBIX ¢ moMolsio ruToken
Teopernueckas 4acTh
3ananue 1. YcraHOBKa IpOrpaMMHOIO ITPOAYKTA.
3ananue 2. Bxox B Windows ¢ momorrsro ruToken
3anmanue 3. Mcnonb3oBuue ruToken u Rohos Logon Key B cetn
Yrunura nis Yopasienus USB kimrouamu
VYrunura - Rohos Remote Config
MSI naker Jj1s1 yCTaHOBKHU B CETH
3ananue 4. Hactpoiika ruToken B Rohos Logon Key
3aganue 5. Hactpoiika JOMOJHUTENIbHBIX O
3ananue 6. HacTpoiika nonb3oBarenei
3aganue 7. Hactpoiika 3JIeKTPOHHOTO KITOYa.
Bompock! u mpakTudeckue 3aaHus
Cnucoxk nureparypbl
Teopernueckas 4acTh.

Teneps nmonymspabiid naeHTHGUKaTOp ruToken MokHO McTonb30BaTh B mporpammax Rohos Logon Key kak
enuaHBINA Kitrou my1st Bxoma B Windows 1 3amuThl qanHbiX. [Iporpamma Rohos Logon Key momHonieHHO
paboraet B Windows Vista, a Takxe mojiep>KuBaeT aBTOPU3AIMIO HA yIaJICHHBIA paOOYril CTOM C
nomorsio ruToken.

Rohos Logon Key — 310 mporpamMma, B3auMoI€HCTBYIOIAS ¢ pa3TUIHBIMK Usb-TokeHamu, QIdII-KapTaMmuo
cMapT-kapTamu U usb-guenkamu. OCHOBHAs

(byHKLMS TPOTPaMMBI — HACTPOMKA BXOJIAa B CUCTEMY ITyTEM UACHTU(UKAIIMY MOTIH30BATENS 110
WIEKTPOHHOMY KIIIOUY.

Pazpabortunk: Tesline-Service
Caiit nmporpaMMbl: Www.rohos.ru
Kareropus nporpammsl: YciioBHO OecrutatHast (McTibITaTeNnbHbli cpok) MuTepdeiic: Pycckuit

12



Bepcus: 2.5

Pazmep daitna: 1934.688 k6

Cucrema: Windows 98/ME/2000/XP

3aganue 1. YcTaHOBKA MPOTPaMMHOTIO MTPOYKTa.

[Tpu ycTaHOBKH MPOrpaMMHBII MPOAYKT JAcT 0 cebe KpaTKyro HH(opMalHio, moTpedyeT corameHue ¢
JIMIIEH3UEH U IPEJOCTABUT BHIOOD MyTH YCTAHOBKH.

ITocne 3amycka nporpamma OTKPOET OKHO.

3ananue 2. Bxon B Windows ¢ momomnrsio ruToken.

[Tporpamma Rohos Logon Key ycranaBiamBaeT HaAeKHYIO IByX()AKTOPHYIO ayTeHTU(HUKAINIO, KOTIa
noctyr B Windows MOXKHO TIOJTy4HTb, TOJIbKO oOmanas USB TokeHOM, 1 3Has HEKOTOPHIN TTapoiIh
(PIN-xom). Bece 4To momkeH caenarhb moib30BaTelib - moakaouuTh rtuToken k USB-mopty u Habpats
PIN-xoz.

Rohos Logon Key equHcTBEeHHas TporpaMmMa, KoTopast oTHoieHHo padboraet B Windows Vista, a Taxxke
MOJIICP>)KUBACT aBTOPU3AIIMIO Ha YIAJICHHBIN pabounii ctou ¢ momoikio ruToken.

[TpenmymecTa ucnonb3oanus ruToken B Rohos Logon:

* [TonmHonennas noanepkka Windows Vista Bxmtodast: JlocTym Ha yaaneHHbIH pabounii cTo,
aBTOMaTHYECKasi CMEHa MapoJist o TpedoBaHnio AiMuHUCTparopa, padbora B Windows Active Directory,
noanepxkka UAC - momydenue naposs aaMuauctparopa ¢ ruToken B auasnore 3ampoca MoJIHOMOYHIA.
V3nare noapoOHee: Rohos Credential Provider.

» ABapuiiHbIii BXOJ - moMoraet Boiitu B Windows npu yrepe win noioMke ruToken.
y

* PIN kon no ymomuanuio - ecnu ycraHoBuTh PIN xox 1111, Torna mporpamma Rohos Logon Key He Oyner
€r0 3alpalinBarh y MoJIb30BaTells.

* BO3MOXKHOCTh UCITONIB30BaHUS HecKoJIbKux ruToken IJIg BXOJa Ha OAMH KOMIIBIKOTCP, U HaOGOpOT OZHOI'O
6peJ1Ka JJIs1 HCCKOJIBKUX KOMITBIOTCPOB.

* Rohos Logon Key 3anumaet 4x6 Ha rutoken u COBMECTUM C IPYTUMH IIPOTPAMMAMH, UCTIOTIb3YOIIUMH
ruToken.

3ananue 3. Mcnonb3oBuue ruToken u Rohos Logon Key B cetn

Rohos Logon Key nmomnepxxuBaet padoty B pamkax cetu Windows Active Directory. CepBepHast Bepcust
Rohos Logon Key mo3BossieT nierko HactpauBarh nporpammy 1 USB kimrou eToken Ha MHOXKeCTBE
KOMITbIOTEpaXxX yAaJIeHHO.

CepBepHast BepCcusi BIIOYACT B c€0sl IBE YTHIIUTHI:

* Vrunura ynpasieHus token - HCIONb3yeTcst 1711 HACTPOWKHY Beex token aiis ayTeHTHUKAUKU Ha pabovInx
CTaHIUAX B ceTHu (co3maHue/ynanenue npodaiaoB Ha token, co3manue pe3epBHON KOHH, ycTaHOBKa PIN
kona, HacTpoiika eToken Ha ynaneHHbII pabouunii cTOM).

* Ytunuta Rohos Remote Admin - mo3Bomnsier MensTh HacTpoiiku Rohos Logon Key Ha ynanenHOM
KOMIIbIOTEpE, MOJAKIIOYEeHHOM K Active Directory. I1o3BonsieT H3MEHATH ClIeAyIOIINE HACTPOHKU:
paszpelieHue Bxoa Tobko o eToken, neiicTBue mocie u3Binedenus token, Ookuposka token s
MOJIb30BATEIIEH U JIp.

* MSI nakeT yCTaHOBKHY IPOTrPaMMBbl.

Yrunura nis Yopasienus USB kimrouamu

C nmomouIbio 3TON YTUIUTEI AJIMUHUCTPATOP CETH MOXKET Ha CBOeM pabodeM MecTe HacTpouTh HOBbIi USB
KITIOY TSI aBTOPU3AIIMU Ha JIF000# KOMIIBIOTEP B CETH | BBIAATH €ro mosb3oBarento. [Iporpamma Rohos
nojiep>kuBaet apropusanuio B Windows Domain, Active Directory u ynaneHnHsiit pabouunii cTod.

QyHKIUU:
» Hactpoiika USB Kiroua jy1st ayreHTH(UKAIM HA 3aJaHHOM KOMIIBIOTEPE B CETH;
* PenakrupoBanue logon npodaiinos;

 Co3llaHue yHUBEpCalbHbBIX MPO(]aiiIoB 15 aBTOpU3ALMU Ha JIFOOOM KOMIIbIOTEPE B CETH B KAYECTBE
AJIMUHUCTpATOpA.
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14
* KonmmpoBanue npodaiinos mexny USB kimtouamu;
* Yeranoska [IMH kopma kiroua |
 Co3nanue pesepBHOI konuu copepxkumoro USB kitoua (login mpodaiiioB) 1 BOCCTaHOBIEHUE
podaiiIoB U3 KOTIHH.
* Hacrpoiika USB flash drive nns aBropuzanuu K yaaieHHOMY paboueMy CToy . DTO MO3BOJISIET HE
YCTaHABIIMBATh MPOTPaAMMY Ha KaXJIbIil KOMITBIOTED B CETH.

Jlist mpaBWIIBHOM pabOThI MPOTpaMMBbl, He00X0oauMo HacTpouTh USB KITt04 B COOTBETCTBHH C
HACTPONKaMHU CETEBOTO OKPY>KEHHUS. ITO MOKHO CJIENIaTh C MOMOIIBIO JUalioTa pelakTHpOBaHus mpogasos
Ha USB xiroue:

* Eciin aBTOpU3aIys noap30BarTelis NpOM3BOAUTCS B IOMEH, HETIOCPEACTBEHHO Ha KIIMEHTCKOW MallliHe WU
4yepe3 TEPMUHAIIBHBIN CepBeEp:

ITosrte Domain momxkHO ObITE: "\\Ha3BaHue OMeHA";

* Ecnu aBTOpHM3anivs noip30BaTessi MPOU3BOAUTCS TOJIBKO HA TEPMUHANIBHBIN cepBep:

[Tone Domain 10/KHO OBITH: "UMS KOMITBIOTEPA TEPMHHAIBHOTO cepBepa’;

* Eciiu moste Domain mycToe, 3T0 03Ha4YaeT, 4To JaHHBINA Mpodaiii MpUMEHUM Ha JTI000M KOMITBIOTEPE IS
J000TO THIA AaBTOPU3AIIHNH.

Yrumuta - Rohos Remote Config

[To3Bomisier AAMUHUCTpATOPy M3MEHATH HAacTpoiiku “Rohos Logon Key” Ha ynan¢éHHOM KOMIIbIOTEpe
noaKIroYeHHOM K ActiveDirectory.

[Ipenmytiectna:

* CriucoK KOMITBIOTEPOB Ha KOTOPBIX ycTaHoBleH Rohos Logon Key.

* [To3BoIIET MEHSTH YIaJIeHHO BCe HACTPOMKHU mporpammbl Rohos Logon Ha kommnisrorepe B Windows
Active Directory;

» [TozBonser ynanenno Hactpausats USB xiroy;

* Ynanennas ycranoBka Rohos Logon Key Ha xomnbiotep B cetr ¢ momouibio MSI uncTamnstopa.
MSI naket 1151 yCTAaHOBKHU B CETH

Jlnist ObICTPON YCTAHOBKH MTPOTPaMMBbI B KOMITBIOTEPHOM CETH IpeJIaraeTcst HCcroib3oBath MSI nmaker.
ITpu 3amycke makera ¢ MOMOILBIO MSIEXEC.eXe MOXKHO 3a1aBaTh OMIMH IPOTPaMMBbI:

* LOGON MODE=2 (aromarnuecku BEIOMpAETCsI, €CJIM HE 33/1aHO ) YKa3aTh PEKUM aBTOPHA3IINH
(logon):1 - Oxno IlpuBercTBust Rohos (GINA moxayns, rohos_ui.dll)2 - Okuo ITpusercrBust Windows XP +
Rohos

* 3 - OxHo aBropuzanuu Windows (msgina.dll)(Ilepex ncnonbp3oBaHreM 3TOro napaMeTpa npoyuTanTe
OIMCAHUE PEKUMOB)

LOGON_CAPTION="Bxox B Windows "

(default ="Bxox 8 Windows")

3aroJIOBOK OKHA aBTOPHU3AIMHU (KPYITHBIM HIPUPTOM)

LOGON_TEXT=""

(default ="")

TEKCT, KOTOpBI OyZ1eT BUJICH BCEM B OKHE aBTOPU3ALIUH.

DISABLE LOG=1

(default =0)

OtxorounTts 3anuck LOG (aiinos B mporpamme.

USB KEY LOGIN ONLY=1

(default =0)

3anpeTuTh BCEM BXOJIHUTh B CUCTEMY MO MAapOJII0, Pa3pelIaeTcss UCMOIb30BaTh ToJbko USB kitoy!
(AIMUHHCTpATOP MOXKET UCTIONb30BaTh Safe mode /i Bxoaa 1o napoio)

USB_ REMOVAL=1



(default =0)

3a6m0KMpOBaTh KOMIIBIOTEp TIPH OTKItodeHnr USB kimtoda . (3Ta ommus mepeorpenesnseT JOKaIbHY 0
HaCTPOHKY)

DISABLE SHUTDOWNDLG=1

(default =0)

He 3aMeHsTh cTaHAapTHBIN 1UAJIOT BRIKIIIOYEHHS KOMIIbIOTEPA.

DISABLE CENTER=1

(default =0)

3anpeTuTh OTKpbIBaTh Rohos 1 MEHATh HACTPOUKH.

REG_NUMBER=""

(default =0)

3ajarb perucTpalMOHHbIN HOMEp (JIMLIEH3Us)

LockUSBKey ="1"

bnoxuposanue nocryna k USB HocuTensm.

"1" - 6;moxupoBath TobKO USB KITt04, KOTOPBIN HCTIOIB3YETCS B IIpOrpamMMe.
"All" - 6noxuposars Bce USB HOocuTEmnH.

"0" - OTKJIOYUTH OJIOKHPOBaHUE (ITO YMOIYAHHUIO).

3ananue 4. Hactpoiika ruToken B Rohos Logon Key.

B rmaBHOM OKHE mporpaMmbl OTKPBITH OKHO "Omniun"

B 5ToM OKHe Kak TUI YCTpOiCcTBa, KOTOpOe OyJeT UCTIOIB30BAaHHO KaK KIII0Y [T BXOJa, CIeIyeT BHIOpaTh
ruToken (3Ta omnius MOKeT OBITH YCTAHOBJIEHA 110 YMOJTUaHHIO B mapamerpax MSI makera )

B 3TOM OKHE MOXKHO YCTaHOBUTH paziauuHble onuuu s USB kiroua.
[ToapoOHOCTH MOXKHO y3HaTh B CIIpaBKe.

Hacrtpausars ruToken nst BXxoma B cuctemy Heobxoaumo B okHe "HactpouTs kimrou"
3aganue 5. HacTpoiika JOMOIHUTENBHBIX OIMIINM.

[IporpamMma nmpenocTaBiisieT BO3MOXKHOCTh HACTPOUTH AMAJIOTOBOE OKHO BXO/Ia B CUCTEMY. 371€Ch IOCTYIHA
HACTpOMKa KapTUHOK Ha 3JIEKTPOHHBIN KITt04, (JOHOBBIN PUCYHOK SKpaHa, TEKCTOBOTO MPUBETCTBUS U
JIOTIOJIHUTEIBHOTO COOOIIEHUSI.

3aganue 6. Hactpoiika mons3oBareseil.

[Iporpamma 1mo3BoIsieT HACTPOUTDH HE TOJIBKO THI YYCTHOM 3aIIUCH MOJIb30BATENs!, HO U €r0 BpeMs
npeObIBaHus B cucTeMe. HacTpoiika TOUHOTO BpeMEHU IOCTYIIa U BPEMEHU Ha pa0oTy MOJIb30BaTelis OyaeT
KpaifHe nose3Ha /Uil OpraHu3aIHii co CTPOTUM pabounM rpaduKoM.

3aganue 7. Hactpoiika 3JIeKTPOHHOTO KITFOYa.

J11s1 TOTO, 9TO OBI HACTPOUTH BEIOPAHHBIN KITFOU O] TOJIH30BATENsI (KOTOPOTO MOKHO BBIOPATh, HAXKAB Ha
cTpoKy «/I3MEHHUTHY), HY’KHO BBIOpaTh usb- KIIFOY M3 CIHCKA MpeAiiaraeéMbIX. 3aTeM BBECTH MapoJib Ha BXOI
B CHUCTEMY.

B sT0OM %€ OKHE MOXKHO yCTaHOBUTH HOBBIM PIN Koz 17151 Kito4ya, CHATH OJIOKUPOBKY C OJIOKUPOBAHHOTO
KJI04Ya, M1 HACTPOUTh aBapuiHBIN BXo. JJist BBIOOpA TOTO WIJIM MHOTO JACHCTBUS CIEAyeT HAXKMMaTh Ha
BbIOCIICHHBIE CHHUM CTPOKH (YcTtanoBuTh PIN kof, CHSITH OJJOKHPOBKY, HACTPOUTH aBAPUITHBIN BXO).
brnokupoBka cTaBUTCS Ha KITIOY TOCIIE HEYJauHbIX MOIMBITOK BBO/Ia MUHKOAA.

Jy1st TOrO, uTO OB HACTPOMKH KJTFOYA BCTYIHMIIN B CHJTY, HY’)KHO Haxarh Ha KHOTIKY «Hactpouts USB Kitowy»

3aganue 8. Hactpoliika aBapuilHOTO BXO/ia B CUCTEMY.

Bo n30exanuu nmoTepu 10CTyna K KOMIOBIOTEPY U3-3a MOTEPH KITI0Ya HIIM €r0 HEMCIIPABHOCTH CIIEIYeT
HACTPOUTh aBapUHHBIA BXOJ B CUCTEMY, KOTOPBIN MTPEJIOKUT MIOJIb30BATENIO 3aII0JIHUTh OTBETHI HA
HECKOJIBKO BOIIPOCOB.

3aganue 9. CmeHa naposisi Ha BXOJl B CHCTEMY.
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IIporpaMma Tak e 103BOJIIET CMEHUTH [1apOJIb Ha BXOA B cucTeMy. CTOUT 3aMETUTh, UTO MPU MONBITKH
CMEHBI naposis nporpamma norpedyer BBoga PIN kona xiroya. Tak e mporpamma MOXeT CO3/1aBaTh
CJIOYKHBIE TTAPOJIH, COCTosAIIME U3 Habopa OykB U 1udp. 3a1a4a BOCIPOU3BEICHUS YETIOBEKOM TaKOTO
MIapOoJIsl CUIIBHO YCIJIOKHSETCS, UTO JACT TOMOTHUTEIbHYIO 3aIUTy OT HEXKEJIATEIbHOTO BXOa B CUCTEMY
3JI0yMBILUIEHHUKA.

Bompocs! u npakTuueckue 3a1aHus

1. MoxHO 11 cienaTh BXOJ B CUCTEMY TOJIBKO 1O usb-kitouy?

2. Kak HacTpouTh BXOJl B CUCTEMY JIJIsl HECKOJIBKUX TOJIb30BaTEIIEH

3. Kak orpannuunTh Bpems paboThI mosib3oBares ¢ 9 yrpa 1o 6 Beuepa?

4. Kak HacCTpOUTb CUCTEMY, UTO ObI pabOTaTh MOl KOHKPETHBIM IOJIb30BaTENIEM MOXHO OBLJIO TOJIBKO MIPU
HAJIUYUU BKIIOYEHHOTO KiIroya?

5. Kak co3aarh ClI0XHBIN MTapoJib HA BXOJ B CUCTEMY?

Crincox nureparypsl

1. Rohos Logon Key. PykoBonctso nonbs3oBarens (RohosWelcomeUserGuide.pdf)
2. Caiit pa3paboruuka [DnekTpoHHbIH pecypc] // kommnanus «Rohos»

3. pexuM aocTymna: www.rohos.ru

Tewma 3. JIocTyn K JaHHBIM CO CTOPOHBI ITpoIiEcca.
JlaGoparopHas pabota. YipaBiieHHe JOCTYIIOM K (haillIoBBIM pecypcam

Iens paboTer: OCBOCHHE HABBIKOB YIIPaBJICHUS JOCTYIIOM MOJIb30BaTeNeH K (aiiaaM U TankaM ¢ IeIbIo
3alUThl UH(OPMALIUU OT HECAHKLIMOHUPOBAHHOI'O JOCTYTa

Teopernueckas 4acTh

@ainoBbIe CUCTEMBI COBPEMEHHBIX OIEPALIMOHHBIX CUCTEM IIPU COOTBETCTBYIOLEH HACTPOMKE

3P PeKTUBHO 00ecTIeunBalOT 0€30MaCHOCTh U HAJIS)KHOCTh XPAaHEHHUS JAHHBIX HA JUCKOBBIX HAKOIHTESX.
Jlnst onepanmoHHbIx cucteM Windows ctannapTHoi siBisercs Qaiinosas cucrema NTFS.

VYeranaBnuBas U151 I0JIb30BaTENIEH ONPEEICHHbIE pa3peleHns A (aiaoB U KaTrajaoros (Ianok),
aJIMUHUCTPATOPbl MOTYT 3aIUTUTh HH(POPMALIMIO OT HECAHKIIMOHUPOBAHHOTO ocTyna. Kax bl
10JIb30BATENb I0JIKEH UMETh OIPEeIICHHbIN Ha0Op pa3pelieHuii Ha JOCTYTl K KOHKPETHOMY OOBEKTY
(aiinoBoii cucremsl. Kpome Toro, oH MOKET OBITh BiaieblieM (haiiyia niu marnku, €Ciiu caM UX CO3/1aeT.
AJIMUHHUCTPATOP MOXKET HA3HAYUTH CEOsI BIIaICIIbIIEM JTF000T0 00beKTa (haiIoBOM CUCTEMBI, HO 0OpaTHast
nepeaaya BIaJeHHs OT aIMUHUCTPATOpa K I0JIb30BaTEI0 HEBO3MOXKHA.

HasnaueHue pa3penieHui Ipou3BOAUTCS JUIs 0Ib30BaTeNe WK rpynil. Tak Kak peKOMEHyeTCs
BBIMOJIHATH HACTPOMKHU 0€30MaCHOCTH IS TPYIIL, TO HEOOXOMMO, YTOOBI MTOJIb30BATENb ObLIT YWIEHOM XOTS
ObI O/THOM TPYIIIBI HA KOMITBIOTEPE WU B IOMEHE.

Pa3zperenust MOTyT OBITh YCTAHOBJIEHBI ISl PA3TMUHBIX OOBEKTOB KOMIIBIOTEPHOM CHCTEMBbI, OJTHAKO B 3TOM
pabote OymyT pacCMOTpEHbI pa3pemeHus A1st (aitnos u namnok. /lpyrue 3aiaqu, HapuMep pa3penieHust s
NPUHTEPOB, PELIAIOTCS AaHAIOTHYHBIM 00pa3oM.

VYKkazaHus K IPOBEACHUIO J1a00paTOPHOI pabOThHI

Jst Ha3HAYEHMSI pa3peleHui JuTsl paiiia Wiiv Ak aIMUHICTPATOP BEIOUPAET MAaHHbIN (aiiil WK MarnKy
Y TIpY HOKATHUU TTPABOM KHOMKK MBIIITH UCTIONB3yeT koMaHy CBoiicTBa (Properties) v B mOsSIBUBIIIEMCST OKHE
MepeXoIuT Ha BKIIAIKy be3omacHocTs (Security).

B 30ne M (Name) uMmeercs CMCcOK IpyII U MOJIb30BATENEN, KOTOPBIM YK€ Ha3HAUEHBl pa3peleHus s
JTaHHOTO (haiiyia WK Manku.

Jyis noOaBiIeHHs MOJIb30BaTENIs WM TPYNIbl HaxkmuTe KHONIKY J{o6aButh (Add) unu Yoanuts (Remove).
[Tpu no6asnennu nosiButcs nuanor Beidop: Ilonb3oBarenn, Komnbroreps! wiu [pynmbt
(SelectUsers,Computers,orGroups). JJo0aBuB Monb30BaTes UK IPYIITY Mbl YBUAUM 3TOT OOBEKT B 30HE
Vms 1 BBIIEIMB €r0, MOXKEM 33JaTh HEOOXOIUMBIE pa3pelIeHHs C TIOMOIIbIO YCTAHOBKHU (IIaKKOB
Paspermuts (Allow) umu 3anperuts (Deny) B 30He Pa3pemienus (Permissions).

CrangapTHbie pa3pemieHus ams Gailios:

* [Tonnsnii noctym (Full Control);



» smenuts (Modify);

» Urenue u BeimonHeHue (Read&Execute);

* Urenue (Read);

* 3amuck (Write).

CrangapTHble pa3peleHus 17 HarokK:

* [Tonnsnii noctym (Full Control);

» smenuts (Modify);

» Urenue u BeimosnHeHue (Read&Execute);

* CIMCOK COZIEP’KUMOTO TAITKH

* Urenue (Read);

* 3annch (Write).

Pazpemenne UteHune mo3BosieT mpocMaTpuBarh Gaiiyibl ¥ TAKA U UX aTpUOyTHI.

Pazpemienne 3anuch Mo3BoJsET CO3/1aBaTh HOBBIE (DAiIbI M MATIKU BHYTPH MAINoK, U3MEHATH aTpUOyTHI U
IIPOCMAaTpPUBATh BIIAJIEIbIIEB U pa3peIICHUS.

Pazpemenrie Criucok coaepKMMOTro Manky MO3BOJISIET MPOCMaTpuBaTh UMeHa (ailyioB U Marok.
Paspemenne Utenune v BBIMOIHEHUE JJIA MTAITOK [TO3BOJISET NEPEMEIIATHCS 110 CTPYKTYPE APYTUX NANOK U
CIIy>KUT I TOTO, 4YTOOBI pa3pelInTh MOJb30BaTE0 OTKPHIBATh MAMKY, Jake €CIM OH HE NMEET MpaB
JOCTYTIa K HEH, JIJIs IOMCKa APYTrux (aijioB WIH BIOKCHHBIX Marok. Pa3penieHsl Bce 1eicTBHsI, MPaBo Ha
KOTOpBIE aroT paspemieHus Yrenne n CuCcoK COASPKUMOTO TAKK. DTO e paspenieHne st Gpaitios
MO3BOJISIET 3amycKarh (hailyibl IpOrpaMM U BBITIOJIHATH ACUCTBUS, IPABO HA KOTOPHIE AAET pa3peLIcHUe
Urenue.

Pazpemenrie MI3MeHUTh MO3BOJISIET YIAIATh NAnKH, (ailsibl U BBITOTHITH BCE ICHCTBHS, IPABO HAa KOTOPHIE
JAl0T pa3pelieHns 3anuch 1 YTeHue U BBIIIOJHEHHE.

Pazpemenne [ToanbIil 1oCTyN MO3BOISET U3MEHSTH Pa3peIIeHuUs, MEHATh BIaIelblia, YIaIATh (Gailibsl 1
IIAIIKM ¥ BBINIOJIHATH BCE AEMCTBUSI, HA KOTOPBIE AAIOT MPaBo Bce ocTaibHble paspenienust NTFS.
Pazpemienust 1uis marnok pacupoCTpaHIIOTCS Ha UX COAEPKUMOE: TOAMANKA U (paiibl.

[Ipu Ha3HAYEHHUH TOJIL30BATEIIO UJIU TPYIIE pa3pelieHns Ha JOCTYM K (ailily uiu nanke pyKoBOACTBYIOTCS
TE€M YPOBHEM JI0CTYyIa, KOTOPBIM JOCTATOYEH Il TAaHHOM T'PYTIIbl WU TOJIb30BATENS IIPH BBIIIOJTHEHUN UM
CBOMX pabo4YnX 00sI3aHHOCTEH.

PaccMoTpeHHbIe pa3peleHust OTHOCSTCS K I0Ib30BaTENSAM JaHHOTO KOMIIBIOTEPA, COBEPIINBILINM BXOJ
JIOKQJIbHO HETIOCPEICTBEHHO Ha JAHHYIO MAlIMHY. Takue pa3pelieHus Ha3blBalOTCs pa3pelieHusIMU
¢baiinoBoii cucTeMBI.

Tax kak ¢aiinobas cuctema Windows HazeiBaetcst NTFS, To paspemenus (aitioBoit CUCTEMBI 17151
Windows Ha3zbiBatoT paspemenusmMu NTFS.

Paspemenust 111 monb3oBaTesel, NOTYYUBIINM JOCTYI K NAKe Uik ¢ailily uepe3 ceTh, peryaupyroTcs
OT/EJIbHO C MMOMOIIBIO TaK Ha3bIBAEMbIX pa3pelleHuid o0Iero qocTyna. OTH pa3pelieHus
pacipoCTpaHsIIOTCS TOJIBKO Ha MANKH, K KOTOPBIM MIPEIOCTaBICH 00U TOCTYII Yepe3 CeTh U ACUCTBYIOT
TOJILKO JISI TTOJIb30BaTeNIel, 0OpalaloIXCs K Marke yepe3 ceTh. Bo3MOKHOCTH MOIb30BaTeNs 3a4aI0TCsI
pa3peneHus MU, ITPEICTABICHHBIMUA HUXKE:!

* [Tomnsnii noctym (Full Control);

» 3smennts (Change);

* Urenue (Read);

JlocTyn K cpeAcTBaM HACTPOUKH pa3pelieHuit 00IIero JOCTya BBITIOTHSAETCS Yepe3 CBOMCTBA MAaIKH,
NPEIOCTABICHHON B OOIUI TOCTYTI.

Pazpemenust o01iero ocTymna sBIASIOTCS CPEICTBOM obecriedeHus: 0€30MacHOCTH JaHHBIX MPH
KOJJIEKTUBHOM paboTe ¢ TOKYMEHTAMHU U MI03TOMY JIOJDKHBI YCTaHABIMBATHCS OYCHD TIIATEILHO U
o06ocHOBaHHO. [IpH 3TOM aAMHHUCTPATOPY PEKOMEHYETCsl ICHCTBOBATh CIICAYIOIIUM 00Pa30oM.

¢ JInst kaxx0ro pecypca o0I1ero A0CTyna OnpeAenTh, KaKuM IpyIinaM Mojib30BaTeNeil He0OX0AUM JOCTYI
K HEMY U Kakoil TpedyeTcsi ypoBeHb JA0CTYIIa;

* JIns ynpouieHus: aAMMHUCTPUPOBAHUS HA3HAYAWTE pa3pelieHus Ipynmnam, a He OTAEIbHbBIM
II0JIB30BATEIISIM;
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* YcTaHaB/IMBaliTE MAKCUMAJIBHO CTPOTUE Pa3pelIeHMs], KOTOPbIE, OHAKO, JOJKHBI I03BOJISITh
MI0JIH30BATENSIM COBEPIIATh HEOOXOUMBIE ICHCTBUS;

» OpranusyiTe pecypchl 00IIEro J0CTyIa TaKUM 00pa3oM, 9YTOOBI TIAMKHU ¢ OIMHAKOBBIM YPOBHEM
TpeOoBaHuil 0€30MACHOCTH HAXOAWINCH B OAHOM mamnke. 3aTeM yCTaHOBUTE OOIIMI JOCTYI TOJIBKO K HEM,
BCE BJIOKCHHBIC MAITKH HACJIEAYIOT HACTPOIKHU 0€30MacHOCTH;

e Jlnst manox o0111ero JocTyna NpUMEHSIHTe UHTYUTUBHO TIOHATHBIE M10JIb30BATENIIM UMEHA, KOPPEKTHO
oTro0OpakaeMble BCEMH KJIIMEHTCKUMHU OTNePallMOHHBIMU CHCTEMaMU, UCTIONb3YEMbIMH Ha IPEIIPUITUH.

* Ecnu B 0011ux mamnkax npearnoiaraeTcsi XpaHUTh IPOrpaMMBbI-TIPUIIOKEHHUS, TO 1es1eco00pa3Ho
MIOMECTUTD UX B OJIHY MAIKy — €AMHOE MECTO XpaHEHUsI 1 OOHOBJICHUH s IPHIIOKEHUM;

Heckonbko 001IMX Manok, TOCTYMHBIX YWiIEHAM TPYIIbl A IMUHUCTPATOPHI, TaK HA3bIBAEMbIE CKPBITHIE
AJIMUHHUCTpATUBHBIE OOITHE TIAITKU, CO3AI0TCS ONEPAIIMOHHON CHCTEMOM aBToMaTndecku. iMeHa 3tux
TIATOK 3aKaHYMBAFOTCS 3HAKOM $. DTO KOpHEBBIE KaTajloTy Ka)JI0ro ToMa Ha xecTtkoM jaucke (C$,D$ u T.1.),
nanka Admin$ juist TocTyma K CHCTEMHOMY Kartajory, namka Print$ mist moctyna x ¢aiinam apaifBepoB
MIPUHTEPOB.

Kpowme Toro, CKpbITyI0 Marky ¢ 00IKUM JOCTYTIOM MOXHO CO3/1aTh C LIENBIO JOCTyMa K HeH TOJIBKO TeX
MOJIb30BaTeNel, KOTOpble OyAyT 3HATh UMS CKPBITOM MAaIKH.

[TomyunTs AOCTYN K OOIIKMM MaKaM JPYTUX KOMITbIOTEPOB MO>KHO MCIOJIb3Ysl KOMITOHEHTHI CeTeBoe
OKpyxeHue, Mol koMmbioTep, Mactep 100aBiIeHHUS B CETEBOE OKPY>KEHUH U KOMaHTy BBIOMHUTH (Run).
Coenunenue ¢ oOmieit mankoit uepez CeTeBoe OKPYKEHHUE BHITIOIHACTCS TBOWHBIM IIETIKOM IO Pecypcy, K
KOTOPOMY HEOOXOAMMO MOTYYUTh TOCTYI. Ecnu o6mmumii pecypc OTCYTCTBYET B CIIMCKE TOCTYITHBIX,
BbIOEpUTE 3HAYOK /[00aBUTH HOBBIN AIIEMEHT B CETEBOE OKPY)KEHUE U YKAKUTE aJIpec MOIKII0YaeMOro

pecypca.
Coenunenue ¢ oOmel manko yepe3 KOMIOHEHT Mo# KOMITBIOTED BBITIOTHSIETCS Yepe3 MeHIo CepBUC ATOTO
KOMITOHEHTa B MyHKTe [loAKII0YUTh CeTeBOM AUCK MPHU YKa3aHUH IyTH K o0mieMy pecypcey. Ecnu
HE00XOIMMO TMOJIb30BaThCS 3TUM COETUHEHHEM MOCTOSHHO, HYKHO 4TOOBI (praskok BoccTanaBnusate npu
BXOJI€ B cucTeMy ObLT ycTaHoBjeH. CoenrHeHE OyeT 1ocTymHO B pasaerne CereBbie qucke okHa Moi
KOMIIBIOTED.

Jli1st coemuHenus ¢ 001IIei Marnkoi ¢ MoMOIIbI0 KoMaH bl Beimonuuth mienkaute [lyck, 3aremM BoeimoaHuTh
1 BBenuTe MmyTh K namnke B popmare UNC(\\umsi_ kommibroTepa\umsi_ OOIIIEH Mmarnkm).

PaccmoTrpuM, Kak mosab30BaThCs CPEACTBAMH YCTAHOBKH Pa3pelIeHUi (paitiioBol CHCTEMBI U OOIIETO
JOCTYTIA.

[Tocne BeIOOpa 00BEKTA, AJIT KOTOPOTO OY/IET BBHITIOIHITHCS HACTPOUKA pa3penieHnid (paiioBoii CUCTEMBI, B
JTMAJIOTOBOM OKHE CBOWCTB (haiiia Ui Marnky HeoOX0IMMO BhIOpaTh BKJIaAKy be3omnacHOCTh, MOKa3aHHYIO
Ha pucyHke 4.3.

B nanHom ciyuyae moka3aHo, 4ToO JJis Ak ABUATOP AJI TPYIIbI AAMUHUCTPATOPbl yCTAHOBIICHBI
paspemenus ypoHs [lonHelii noctym, a Juist rpynnst Bee paspelienns orpaHideHbl Ha ypoBHE UTeHue.
[Ipu ycraHoBKe pa3pelieHnii B CIUCKE TPy MOXHO 3aMETUTh UMEHA TaK Ha3bIBAEMbIX BCTPOCHHBIX
CHUCTEMHBIX T'PYIII, HEBUIUMBIX IPU UCIIOJIb30BAHUU OCHACTOK JIJIsl YIPABIICHUS TPYIIIIAMH U
MOJIB30BATEIISIMU. DTH TPYIIIIBI HE UMEIOT ONPEIEICHHBIX YWICHCTB, KOTOPhIE MOKHO Ha3HAUYUTh WU
M3MEHUTh, HO B HUX CUCTEMa BKIIIOUAET PA3IUYHbBIX MOJIb30BATEICH B pa3IMUHOE BpEMS, B 3aBUCUMOCTH OT
TOTO0, KaKMM 00pa30M IMOJIb30BATEINb MOy4aeT JOCTYI K CUCTEME WIIA PECYpCaM.

BerpoenHsle cucTeMHbIe TpyTIIbl ObIIH PACCMOTPEHBI BBIIIE B J1abopaTtopHOit pabote Ne3. B nanHoM
cllydae UMeeTCsl B BUAY Tpymia Bee, B KOTOpyro BO BpeMsi CBOEH pabOThI BXOISAT BCE, KTO MOTYUYWIT JOCTYI K
KOMIIBIOTEPY WJIU JIOMEHY.

Pa3penienust MOXXHO HE TOJIBKO YCTaHABIMBATh, HO 3aMpeliarh. 3alpeT UMeeT OONbIINI MPUOPUTET, YEM
paszpelieHue. 3anper pa3peneHuil Kak MeTol KOHTPoJIsl pecypcoB Microsoft mpuMeHsTh He peKOMEHAYET, U
OH HCIOJIb3YETCs, B OCHOBHOM, JUISl IONIOJIHUTEIBHON HACTPOUKH Pa3pelieHU KOHKPETHBIM
T0JIB30BATEISIM, B OTJINYUE OT Pa3pelIeHui 1 JPYTUX [0JIb30BaTeNIel IPYIIIbI.

PaccMoTpenHbie pa3pelieHus Ha3bIBalOTCS CTAaHJAPTHBIMU U TIO3BOJISIIOT PELIUTH OOJBIIMHCTBO 33/1a4,
CBSI3aHHBIX C PETYIMPOBAHUEM YPOBHS JOCTYIA FPYII K pecypcam.
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Knomnka JIonoaHUTENBHO CIYKUT JJIS 33/1aHUs CTICUANIbHBIX pa3pemenuid. Kaxxnoe crangaptaoe
pas3pelIeHne COCTOUT U3 HECKOJIBKUX CHEIHAIbHbIX, HATPUMEP CTAaHAAPTHOE pa3pelieHne 3anich COCTOUT
U3 MIECTH CTIEHUAIBHBIX pa3pelleHuii: co3nanue (aiios/3anuch JaHHbIX, Co3qaHne Narnok/q03amuch
JIAHHBIX, 3aMUCh aTpUOYTOB, 3aKCh JOMOIHUTEIBHBIX aTpHOyTOB, UTEHHE Pa3peIICHNH, CHHXPOHU3AIIHS.
CrnenanbHble pa3pereHust MOYKHO MCTIONIb30BaTh IS 0oJiee TOHKOM HACTPOWKH B HECTaHIAPTHBIX
CUTYyalUsX.
B okHe criermanbHBIX pa3pelieHnit MeroTes 3akaaaku Aynut, Bianenen. u OddexTuBHbIe pa3penieHus.
AyzuT - 3TO IIPOIIeCC, TO3BONIAIONINI (PUKCHPOBATH COOBITHS, TPOUCXOIAIINE B CHCTEME U UMEIOIIINE
OTHOUICHHUs K 6e30nmacHoCTH. Ha TaHHO# BKIIaKe MPOU3BOIUTCS BHIOOD MOIB30BATENS MU TPYIIIbI, JUIs
KOTOPBIX JJaHHas marnka (uiau (aiin) Oyner oObeKToM aynuTa. AyauT uzydaercs B 1aboparopHoit pabote Ne
6.
3aknaaka Brnazgenen obecnieynBaeT Takoe CBOMCTBO 0€301MaCHOCTH, KaK MPaBo BIAJCHUS 00bEKTOM
¢aitnoBoit cucteMbl. ATMHUHHUCTPATOP BCETIa MOXKET CTaTh BIAJIENBIEM JH000r0 00beKTa (hailnoBoi
CHCTEMBI, JIF00O TI0JIb30BaTENb SBISETCS BIAIEIbLIEM CO3JJAaHHBIX UM OOBEKTOB M, €CJIN JIOKAJIbHBIEC WIN
JIOMEHHBIE MTOJTUTUKH O€30MaCHOCTH pa3pelar, MoJIb30BaTelh MOXKET Ha3HAYaTh ceOs BIIAJeNbIEeM IPyTuX
¢baiinoB u narnoxk.
[TogpoOHOE paccMOTpeHKEe BOIIPOCOB BIIAICHUS BBIXOJUT 32 PAMKH JAHHOTO MOCOOMS, OHAKO OTMETHM,
YTO MHOTHE ONepalyy ¢ ailaMu 1 marnkaMu, HallpuMep CMEHa pas3pelieHui, mudposanue u
nemugpoBaHre IPUBA3aHbI K (DAaKTy BIAJCHUS JaHHBIM 00BEKTOM.

Cmmcok ynpasnenus goctynom (ACL) xpanutces Ha qucke NTFS s kaxmoro daiina wim nanku. B Hem
MIePEYMCIICHBI MT0JI30BATENIN U TPYIIIbI, U1l KOTOPHIX YCTAHOBJICHBI pa3pelieHus 11 (ailia win nanku, a
TaK)Ke CaMU Ha3HauYeHHbIE Pa3peLICHUS.

Kax oMy 1mosip30BaTesnto Win rpyImme MOTYT ObITh YCTaHOBJICHBI MHOXKECTBEHHBIC pa3pelieHHs yepes
y4acTHe B HECKOJIBKHX TPYMIax ¢ pa3HbIM HA0OPOM paspelieHuid. B aToMm cityuae neiicTByroT a3 eKTUBHbIC
pas3pelieHns — NoJIb30BaTeNb 00a1aeT BCEMU Ha3HAYEHHBIMU €My pa3pelICHUSIMU.

JleficTByeT MPUOPUTET pasperieHuit A (paiyioB HaJ pa3pelIeHUsIMU IS MTaIlOK U MIPUOPUTET 3arperieHus
HaJ| pa3pelieHueM.

Pasperiennsi, Ha3HAUCHHBIE POAUTEIILCKOM TIANKe, TI0 YMOJIYaHUIO HACIEAYIOTCS BCEMH TOTANKaMu 1
(aiinamu, comepkamumucs B nankax. OIHaKO €CTh BOBMOXHOCTh MPEIOTBPATUTh HACIEAOBAHHUE JIJIS
0001 BIOKEHHOM IMaNKU M B 3TOM CJTydae 3Ta Marka caMa CTAaHOBUTCS POIUTEILCKOM JIJISl BIOKEHHBIX B
Hee MAaIoK.

Ecnu nanka npenocTasieHa uis o0IIEro 10CTyma, TO Ha Hee paclpOCTPaHsIOTCS Pa3peIIeHus IByX BHJIOB:
* pa3perieHus GaioBoil CUCTEMBI, YCTAHOBIICHHBIE JUIS ITOJIB30BATENICH TaHHOTO KOMITBIOTEPA;
* pa3pelIeHus 00ILero J0CTyna, OObsABICHHBIE AJIS MOJIb30BATENEH, MOIyUYUBLIMX JTOCTYII Yepe3 CeTh.

OObIUHO 15 TTAMOK OOILEro JOCTYIa 33a7at0T Pa3peIIeHus MOJIHOTO J0CTYIa, & OTPAaHUYEHHS BBOAAT
ycTaHoBKo# pa3zpemenuid NTFS[4,5].

B stom ciyuae pelictByet oObenunenue pazpemennid NTFS u paspemennii 1uis o0meit nanku, npu
KOTOPOM HanboJee CTporoe pasperieHiue MeeT NPUOPUTET Ha/l APYTHMH.

3amaHue K MpOBEIECHUIO TAOOPAaTOPHOI paboThI

1. Co3pmaiiTe marnky, B KOTOPYIO IIOMECTHTE TEKCTOBBIN (haiiyl M MpUIIO’KEHHE B BUJIE (paityia ¢ pacimpeHnem
exe. Hampumep, ogny u3 cranaaptHeix nporpamm Windows, Takyto kaknotepad.exe(bimokHOT).

2. YcTaHOBUTE JI ATOM MKW Pa3pelIeHus MOJHOTO AOCTYIIA I OAHOTO U3 MOJIb30BaTeNIeH IpymIIibl
aJIMMHUCTPATOPbI, U OTPAaHUYEHHBIE Pa3peleHus IS TI0Ib30BaTENsl C OTPAHUYEHHOM YUeTHOH 3alKChIO.
3. BeimonaUTE paznuyHbie IUCTBUS C TANKOW U (aityiaMu Jisi 00X YUETHBIX 3alMCEeH U YCTAHOBUTE, KaK
NeHCTBYIOT OIpaHUYEHMS, CBA3aHHbBIE C HA3HAYCHUEM YPOBHS JOCTYyTMa HUXKE, YEM TOJIHBIN JTOCTYII.

4. YcraHoBUTE OOIINIA TOCTYII K TMANKE ¥ MOAKIIOYUTECH K Hel Y4epe3 CeTh C APYroro BUPTYaIbHOTO
KOMITBIOTEpA.

5. YcraHoBuUTE pa3perieHus 001Iero 10CTyma Tak, 4To0bl aIMUHUCTPATOP HE UMET OTPaHUYCHHH, a
MOJIb30BAaTEINb UMEJI OTPAaHUUYEHHBIH YPOBEHb I0CTYIIA.

6. DKCnIepUMEHTaIBLHO YOenuTech B IpaBuiax oobeaunenus paspemenuit NTFS u paspemenuit oomiero
J0CTyTa.

7. CocTaBbTE OTYET O MPOBEACHHBIX AKCIIEPUMEHTAX.



8. Pa3pabotaiite cTpareruio peryaupoBaHus 0€30MacHOCTH MPU KOJICKTUBHOM JOCTYTIE K OOIIMM Markam
JUI pa3IM4YHbIX IPYII [10JIb30BaTeNEH.

KoHTposbpHBIE BONIPOCHI

1. Kakoe u3 cnenyronux pazpeniennid NTFSig manok mo3BosiieT BaM yaaiaTh Hanky?
* YreHue

* UTeHue U BBINOJIHEHUE

* lI3meneHue

* AIMUHHUCTPUPOBAHUE

2. Kaxkoe paspemenne NTFS nis daiinos ciexyer ycTaHOBUTB A (aiiia, €Ciiu Bbl TO3BOJISIETE
MOJIH30BATENSAM YAAIATH (aiisl, HO He TI03BOJIIETE CTAHOBUTHLCS BlIaAebIIaMu (aiina?

3. Kakue 00BbEeKTHI 0 YMOTUAHUIO HACIEAYIOT pa3pelieHHsl, yCTaHOBICHHBIC I POIUTENBCKOM Manku?

4. Kto MOXeT ycTaHaBIMBaTh Pa3pelIeHUs IS OTACIBHBIX TOJIb30BaTesel U rpynmn? (BeIOEpHUTE BCe
MIPaBUJIbHBIE OTBETHI)

* UneHsl rpynibl AIMHUHUCTPATOPHI

* Unensl rpynmnbl ONbITHBIE TTOJB30BATEIN

* [Tons3oBarenu, obnagarone pazpemniearem [lomHblil toctyn
* Biianenbib! ¢aiinos u mamnox

5. Kaxkoi u3 creayronux BKIaJI0K TAATOTOBOTO OKHA CBOMCTB (haiiiia MIIM MaIKH CIIEAYeT BOCIOIb30BaThCS
JUISl yCTAHOBKY WM U3MeHeHu# pa3pemenniit NTFS:

* JIonmoMHUTEIHHO

* Pazpemenus

* bezonmacHocTh

» O0mme

6. Eciiu BbI X0THTE, YTOOBI IIOJIB30BATENb WM TPYIINA HE UMela AOCTYyIa K ONPEIeICHHO Marnke Win
(aiimy, caeayeT JIM 3alpeTUTh pa3penieHus sl 3TON Manky uin ¢aina?

Tema 4. [IporpamMmmHO-anmapaTHbe KOMIUIEKCHI 3alIUTH HH)OpPMAIIHH.
JlaboparopHas pabora. DnekTpoHHBIH 3aMOoK Co00ITb
Teopernueckas 4acThb
3aganue 1. YcTraHOBUTH IpOrpaMMHOe obecriedeHre komriekca « Cooomby.
3ananue 2. HactpouTs 001ue napaMeTpbl KOMILIEKCA.
3aganue 3. 3aperucTpupoBaThCs B CUCTEME B KaueCcTBe AJMUHHUCTPATOPA.
3ananue 4. 3aperucTpupoBaTh B CIIUCKE MOJIH30BATENIE HOBOTO MOJIb30BATENS
KOMITJIEKCA.
3ananue 5. CMEHUTH ayTeHTU(UKATOP aIMUHUCTpATOpa
3aganue 6. [IpoBectu TectrupoBanue namsitu NVRAM
3anuue 7. KoppektupoBka mabioHOB Uil KOHTPOJIS LIETOCTHOCTH.
3aganue 8. BbIMOJHUTH pacyeT STAJIOHHBIX 3HAYEHUM KOHTPOJIBHBIX CYMM.
3ananue 9. I[IpocMoTpeTh 3anucu xypHaia.
3ananune 10. Yoamure 1O mig kommrekca «Co00ab»
Bomnpocs! u npaktuueckue 3aaHus
Crucok UCTOIb30BAHHBIX HCTOYHHUKOB.
Teopernueckas 4acThb
DOnexkTpoHHBINH 3aMOK «C0001b» pa3padoTaH HAyYHO-UHKCHEPHBIM MTPEANPUATHEM
«VHOOPM3AILNWTA» u npenHa3HaueH isl MPEJOTBPAILEHUS HECAHKIIMOHUPOBAHHOTO JTOCTYTa
IIOCTOPOHHUX JIMI] K peCypcaM 3alllIIaeMOIr0 KOMIIBIOTEPA.
OnekrponHbli 3aMok "Cobomp" cepruduuupoBad PCh (cepruduxar Ne CD/027- 0792 ot 18.05.2005).
310 no3BosgeT mpuMeHATh "Co0ob" ISt 3aUTh HH()OPMAIIMK, COCTABIISAIONICH KOMMEPUYECKYIO WIIN
rOCYIapCTBEHHYIO TalHY.

20
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Kpome toro, anexrponnslii 3aMok "Cobons" ceprudunmponan ['octexkomuccueit Poccun (ceptuduxar Ne
907 ot 18.05.2004r.), 4TO MOATBEPHKIAET COOTBETCTBUE 3TOTO M3/EIHS TPEOOBAHUSAM PYKOBOASIIETO
nokymeHnTta l'ocrexxkomuccuu Poccuu "ABTOMAaTH3HPOBAHHBIE CUCTEMBI. 3alIUTa OT
HECAHKIIMOHUPOBAHHOTO A0CTyMa K nH(popmarmu. Kinaccupukaius aBToMaTu3upOBaHHBIX CHCTEM H
TpebOBaHUS TI0 3aIUTE

nH(popmaruu'" 1 MO3BOJISET UCIIOJIB30BATH €T0 MPHU Pa3pabOTKe CPEICTB 3AIUTHI ISl aBTOMATHU3UPOBAHHBIX
CHCTEM C KJIACCOM 3aIIUIIEHHOCTH 10 1B BKIIOYHTEIBHO.

OnexTpoHHBIH 3aMOK «C0001b» cepTudurpoBan DeaepanbHBIM areHTCTBOM ITPABUTEILCTBEHHON CBS3U U
nnpopmaruu Poccuu. Ceprudukarst DAIICU Ne CD/122- 0305 u Ne CD/022-0306 ot 10.02.2000
MO3BOJISIOT MPUMEHSTH JAHHOE CPEICTBO ISl 3aIIUThHI HH(OPMAIMH, COCTABISIONTYI0O KOMMEPUYECKYIO WU
TrOCYIapCTBEHHYIO TalHY.

JletictBue komruiekca «Co00b» COCTOUT B TIPOBEPKE MOJITHOMOUYHNH TTOJIb30BaTeNsl Ha BXO/ B cucTemy. [Ipu
3TOM MOJb30BATENb MOIYYAET JOCTYH K KOMIBIOTEPY TOJIBKO MOCIIE PErUCTPAIUH €TO B CITUCKE
MoJib30BaTeNelt KomIuiekea. Peructpanus nonb3oBaresnei OCymecTBIsIeTCs] aIMUHUCTPATOPOM U COCTOUT B
MIPUCBOEHUH MOJIH30BATEII0 UMEHH, IEPCOHATBHOIO WACHTU(UKATOpa U Ha3HAYeHUH naposs. Perucrpanus
aJIMMHHCTPATOpa OCYLIECTBISAETCS MTPU MHULUATU3AIUN KOMILIEKCA.

Ecnu npenbsaBieHsl He0OX0AUMbIE aTpUOYThI — IEPCOHAIBHBIN UIEHTU(DUKATOP U MAPOJIb, TOJIB30BaTENb
MoJTyyaeT MpaBo Ha BXoA. [Ipu ux OTCYyTCTBUU BXOJ B CUCTEMY JAHHOTO MOJIb30BATENs 3apeiaeTCs.

Cucremnbie TpeOOBaHMS.

Kommuteke «Coboiiby» npeaHazHadeH AJisl UCTIONb30BaHUs Ha KOMITBIOTEPaX, OCHAIIEHHBIX IMPOLIECCOPaMHU
cemeiictBa INTEL X86 (1 coBMECTUMBIMU C HUMH ), HAYMHAs C Iporeccopa i486 u BhILIe.

[TogcucTemMbl KOHTPOIS LETOCTHOCTH U MOJCUCTEMBI 3aIIpeTa 3arpy3KH CO CheMHBIX HOCHUTENeH
(GYHKIMOHUPYIOT 0] yIpasieHueM cienyromux OC:

MS DOS Bepcuii 5.0-6.22;

OC cemetictBa Windows'9x (FAT12, FAT16 nnu FAT32); Windows NT Bepcwuii 3.51 u 4.0 ¢ daitnoBoit
cuctemoit NTFS; Windows 2000 ¢ ¢daitnosoit cuctemoit NTFS;

OC Windows XP u Windows 2003 ¢ daiinoBoii cuctremord NTFS u NTFSS;

3anmanue 1. YcTaHOBUTH porpaMMHoOe obecriedenne Komriekca «Co0omby.

[IporpamMmMHOe oGecrieueHne KOMIUIEKCa PEKOMEHAYETCSl YCTaHABIMBATh 0 YCTAHOBKH B KOMITBIOTEP €T0
TUIATHI.

Jjis yCTaHOBKH NMPOTPAMMHOI0 00eCTieueHUs ClIeAyeT:

1. IToMecTHTh yCTaHOBOUHBIN KOMIAKT—AUCK B TipuBoJ CD-ROM w1 3amycTuTh Ha ucrioyiHeHue (haiin
Setup.exe.

Ha skpane nmosiBUTCSI COOOIIEHUE O TOM, YTO B KOMIIBIOTEpE OTCYTCTBYET IIaTa KOMIUIeKca. J{is
IIPOJOJDKEHUS YCTAaHOBKH CIIEAYeT HaXarTh KiaBuuly <Enter>.

IIporpaMMa yCTaHOBKH BBIIIOJIHUT ITIOATOTOBKY K YCTaHOBKE, ITOCJIE YETO HA SKPAHE MOSBUTCS CTAPTOBBIN
JUAJIoT IIPOrPaMMBbl YCTaHOBKH.

2. lanee cnenyite MHCTPYKLUUSAM JJIs IPOAOJIKEHUS] YCTAHOBKHU.
3amanue 2. Hactpouth o0miue mapaMeTpbl KOMITIEKCA.
[Tepen Tem, kak Ha4aTh PabOTy C MPOTrPAMMHO-AIMIIAPATHBIM KOMILIEKCOM

«C0060mB» creayeT BBITIOJHUATD €0 MHULHAIK3aIuio. [IepBbIM marom 31ech OyaeT HacTpoika 00Imux
rapamMeTpoB.

1. BkirounTe nuTaHue KOMIBIOTEPA.

2. B mosiBuBIIeMcst okHe BwiOepure KiaBuIlel Wi B MEHIO KOMaHTy « HUIMATU3aus miaTeh U
Ha)XMUTE Ki1aBuiy <Enter>.

[Tocne BbIOTHEHMSI 3TOM MPOLIEAYPHI HA SKPAHE MOSIBUTCS TUAJIOT.

3. 1nst mapametpa «KoHTposIb 11e10CTHOCTH (haifijIoB U CEKTOPOB» ycTaHOBHUTE 3HaYeHHE «[la». DT1o Oynmet
O3HayaTb, YTO KOHTPOJIb LIEJTOCTHOCTH BKJIIOUEH.
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[Tpu npucBoeHNN napamerpy 3HadeHHs «Jla» Ha SKpaHe MOSBUTCS OKHO JIJIsl BBOJA ITYTH K KaTalloTy C
¢aiimamu mabI0HOB KOHTPOJIS ETOCTHOCTH. [Ipu oOHapyKeHUHU 3aJaHHOTO KaTaJiora U HaXOJSIIUXCS B
HEM He MOBPEKICHHBIX (ailyIoB MIa0JIOHOB KOHTPOJIS [IEIOCTHOCTH IMapaMeTp MpUMET 3HaYeHHe «J{ay,
MHaue Ha dKpaHe MOSBUTCS COOOIIeHNE 00 OMMOKe U 3HAYCHHE MTapaMeTpa He U3MEHHUTCS.

«2.0%».

4. Tns mapametpa «Bepcust Kpuntorpaduieckoil CXeMbD» YCTAaHOBUTE 3HAUCHHE

5. Jl;st ocTaBIIMXCS MapaMeTpOB BEIOpATh 3HAYCHUSI.

6. Haxxmure knaBuiry <Esc> 151 cOXpaHEHMsI yCTaHOBIIEHHBIX IApaMETPOB.

3aganue 3. 3aperucTpupoBaThCs B CUCTEME B KaueCcTBe AJMUHHUCTPATOPA.

[Tocne BHIOIHEHUST HACTPOMKHU OOIIMX MAapaMeTPOB CIEAYIOIIUM IIarOM MO MHUIMAIU3AIUN KOMILIEKCa
ABJIIETCSL PETUCTpaLus aAMUHKUCTpaTopa. ITpu perucrpanyu agMuHIUCTpaTOpa €My Ha3HAYaeTCs Maposib AJs
BXO0JIa B CUCTEMY M [IPUCBAaUBAETCs NEPCOHATIBHBIN HICHTU(UKATOP.

Jlnst peructpaiuu aIMUHUCTPATOPA CIAEAYET:

1. BoiOpaTh B OKHE MOSIBUBIIIETOCS 3apoca BapuaHT «/{a» 1 HaXkaTh KIaBUILY

<Enter>.

2. Beegure apoJib aAMUHHUCTparopa u Haxxmute <Enter>. [locne nosiBneHus nuanora Juist TOATBEPKACHUS
BBCIUTEC TOT K€ MapOJIb U HAXKMUTC <Enter>.

Ecnu 06a 3Hauenus mapoJist COBIIAJIM U JJIMHA MapOoJIsd HC MCHBIIIC BaﬂaHHOﬁ MUHUMAaTbHOMN JJINHBI, HA
OKpaHC MOABUTCH 3a11poOcC.

3. [1MOTHO MPHUIIOKUTE K CUUTHIBATEINIO IEPCOHANBHBIN UACHTH(PUKATOP, IPUCBAUBAEMBIN aIMUHUCTPATOPY
komrIuiekca «Co0oby.

[Tpu nprCBOCHNHU MEPCOHANIBHOTO UACHTU(PHUKATOPA B HETO 3alMCBHIBACTCS CIyKeOHast nHpopMaLusl.

4. Ilo oxoHUaHNHN WHUIHAJIN3all BBIKJIHOYUTEC KOMIIBIOTEP U MEPEBCAUTE KOMILJIICKC B PCKUM
OKCIUTyaTalluu.

3aganue 4. 3aperucTpupoBaTh B CIIMCKE MOJIb30BATEIC HOBOTO MOJb30BATENS KOMIUIEKCA.

[Tpu peructpanyy HOBOTO MOJIH30BATENS B CIIUCKE MOJIb30BATENICH KOMIIEKCa €My ITPHCBAauBaIOTCS
clieyIoue aTpuOyThl: UM, Ay TEHTU(UKATOP U MAapOJIb JJIsl BXOAA B CUCTEMY, TIEpPCOHAbHBIH
unentudukarop iButton

CnyxebHas nHhopMaIus o MoJib30BaTelie COXPAHAETCs B YHEPro3aBUCUMOM MaMsITH KOMILIEKCa —
CO3/1aeTCsl yueTHas 3alKCh MOJIb30BATEIS.

Jlnst perucTpaiu HOBOTO IOJIb30BATEIIS BBIITOIHSIOTCS CIAEAYOIINE JEHCTBUS:

1. BoiiTu B cucteMy, IpeIbsiBUB MApOiIb U UACHTH(PHUKATOP aAMHUHHCTPATOPA.

2. B MeHI0 aIMMHUCTpATOpa aKTUBUPOBATh KOMaHAy « CIIMCOK MOJIb30BATEIECH.

3. Haxogsce B criMcke monib30BaTelied, HaxaTh KiaBuiry <Insert>.

4. BBectn nmMs moJb30Bates, coaepikaiee He 6onee 40 cumBosioB. Haxats knaBumry <Enter>.

5. Beeaute u noATBEpAUTE MAPOIIb MOJI30BATEIIA.

6. [I1OTHO IPUIIOKUTE K CYUTHIBATEIIO TIEPCOHANIBHBIN UACHTU(HUKATOD, TPUCBANBAEMBIN TTOJIH30BATEITIO.

[Tocne ycnemHoro mpucBOEHUs MOJIb30BATEINIO IEPCOHATBLHOTO HASHTU(UKATOPA U 3aIUCH CITYKeOHON
MH(POPMALIUHU O PETUCTPALUU B SHEPTO3aBUCUMYIO AaMTh KOMIUIEKCA Ha SKpaHE MOSBUTCS cOO0IIeHHE 00
YCIIELUIHOW pErucTpauu Mojab30BaTelsl.

3amganue 5. CMEHUTH ayTeHTU(HUKATOP aIMUHHUCTPATOPA.

AnmunucTpatop Komruiekca «Co00b» MOKET CMEHUT Mapoiib JJIs BXO/Ia B CUCTEMY U ayTeHTU(UKATOP.
AyTeHTU(DUKATOP — CTPYKTYypa NaHHBIX, XPAHSINASACS B IEPCOHATBHOM HICHTU(UKATOPE MTOTb30BATEIS
(ayreHTH(UIHpYIOIIas HHPOPMAIIHS TOJIB30BATENIS ), KOTOPasi HApaBHE C IMAPOJIEM MOIH30BATENSI YIaCTBYET
B IIPOLIEAYPE ayTeHTUDUKAIIUH.

[Tpu cMeHe maposis U ayTeHTH(PHUKATOpa U3MEHSETCS COACPKUMOE MePCOHATBLHOTO UACHTU(UKAaTOpa
aMUHUCTpATopa.

Jljist cMeHBI ayTeHTU(HUKATOPA CIEIYET:

1. B mento anmMuHucTpaTopa Beioepute komanay «CMeHy ayTeHTH(GUKATOpa» U HAXXMUTE KiaaBuiry <Enter>.
2. BBenute Tekyluii mapois aAMUHUACTpaTopa U HaxMuTe <Enter>.
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3. I110THO MPUIIOKUTE K CYUTHIBATEIIO EPCOHATBLHBIN UACHTU(UKATOP aAMUHUCTPATOPA.

Jlanee mpouCXOIUT COTIOCTaBICHUE BBEIEHHOTO MapoJisi ¢ HHPOpMaIuel, XpaHsImencs Ha
unentuduxarope. [lpu nepBoit cMmeHe ayTeHTU(UKAaTOpa HOBBIM ayTeHTU(UKATOP 3aHCHIBACTCS B
MepCOHANIbHBIN UICHTU(UKATOP aIMUHUCTPATOPA, IIPU 3TOM CTAPBIA ayTECHTU(PHUKATOP COXPAHSETCS B
MaMsTH ePCOHATILHOTO UACHTU(PHUKATOPA.

[To okoHUaHUM TPOTIEYPHI 3AMUCH Ay TEHTH(PHUKATOPA HA IKPAHE MOSIBUTCS COOOIIICHHE.
3ananue 6. [IpoBectu TectrupoBanue namsatu NVRAM.

Tect NVRAM namstu nposepsieT pab0oToCIoCOOHOCTh YHEPTOHE3aBUCUMON TaMsTH KomIuiekca «Co0oIby.
B xone npoBepku 0CyLIECTBIAIOTCS ITONBITKYA JOCTYIIA HA YTEHUE U 3aIIUCh JUIS KaXKA0r0 CErMEHTa JBYX
6ankoB NVRAM namsiTi KOMILIEKCA.

Jns mpoBepku NVRAM namsrtu:

1. BeiOparh B MEHIO aIMUHUCTpaTOpa KOMaHIy «JlMarHocTUKa MiiaThhy
2. Beibpats xomanay «Tect NVRAM namsatn» u Haxkars <Enter>
[Tociie BBIMOMHEHUS ATOM KOMAHAbI HAYHETCS IIPOLIEAypa IPOBEPKH.

3. IIpocMoTpuTE NOTYUYEHHBIE PE3YIIBTATHI.
3agaue 7. KoppektupoBka 1maba0HOB JJ1s1 KOHTPOJIS [IEJIOCTHOCTH.

Wcxonnble m1aioHbI U1t KOHTPOJISA LEJIOCTHOCTH CO3/1at0TCs MpH ycTanoBke [10 komIiekca u comepxar
nepedeHb GaioB U CEKTOPOB JKECTKUX AMCKOB, IO YMOTYAHUIO BKIIOUYAEMbIX B IIA0JOHBI.

[Tporpamma moAroToBKH MIa0IOHOB Sneck.exe ABIseTCss KOMIOHEHTOM, BXOJSIIIIUM B KOMILJIEKT ITOCTABKH
«Cobonsy. [lanHas mporpaMMa Mo3BOJISIET ONPEACTUTh CIUCKH (DaliIoB M CEKTOPOB KECTKHUX JHCKOB,
LEJIOCTHOCTH KOTOPBIX TPeOyeTCsl KOHTPOIUPOBATD.

J1J1 BEIIOJTHEHMSI KOPPEKTUPOBKH IA0JIOHOB CJIEAYET BBITOJIHUTH!

1. HasxxmuTte kHOTKY «Ilyck» m akTuBHpYyiTE B ITaBHOM MeHI0 Windows KoMaHy

«IIporpammsr \ 1O myst snekrporHOTO 3aMKa «Co60ib \[IporpamMmma moaroroBku maodmoHoB 1t KL»»
2. BeInomHUTE KOPPEKTUPOBKY MIA0IIOHOB ISl KOHTPOJIS 1IET0CTHOCTH:

B nuanore daitnbr Beioepute «Daitsiby moasiexkaniiue KOHTPOIIIO

B muanore «CeKkTopbI»BRIOEPUTE CEKTOPHI )KECTKOTO TUCKA, IIETOCTHOCTh KOTOPBIX TpeOyeTcs
KOHTPOJIUPOBATH

3. Haxxmure kHOTIKY « COXpaHUTHY, YTOOBI BHECEHHBIC M3MEHEHHS OBLITH COXPAHCHBI.

3aganue 8. BbIMOJHUTH pacyeT STAJIOHHBIX 3HAYEHUM KOHTPOJIBHBIX CYMM.

[Toce KOppeKTUPOBKH MIAOTOHOB JIJIs1 KOHTPOJISI LIETOCTHOCTH HEOOXOAMMO 3aHOBO PACCUUTATH ATAIIOHHBIC
3HAYEHUSI KOHTPOJIBHBIX CYMM.

1. Ilepe3arpy3ure KOMIBIOTEP U BOUIUTE B CUCTEMY C IIpaBaMu aAMUHUCTpATOpa KOMILIEKCa

2. B meHto amMuHKMCTpaTOpa BEIOEpUTE KOMaHIy «PacdeT KOHTPOIBHBIX CyMM.

Haunercs PAacCUCT 3TAJIOHHBIX 3HAYCHU U KOHTPOJIBHBIX CYMM OG’LGKTOB, 3aJaHHBbIX mrabIoHaMHu JJIsA
KOHTPOJIA ICJIOCTHOCTHU.

3aganue 9. [IpocMOTpeTh 3alUCH KypHaJa.

3anucK 0 COOBITHUAX, PETUCTPUPYEMBIX KoMITIEKCOM «Co001b» BO BpeMsi CBO€H paboThI, XpaHsTCS B
KypHaJe perucTpaiy cOOBITUIH, KOTOPBIA pa3MEIIAeTCs B CIICUATbHON YHEPTOHE3aBUCUMON aMsITH
KOMILJIEKCA.

s mpocMoTpa KypHasia 3arnucem:

1. B MeHI0 agMuHHCTpaTOpa BbIOepuTe KoMaHay «KypHai peructpanuu coObITHI

2. O3HAaKOMBTECH C COZICP)KAHUE KypHAJIa PETHCTPAIIMHA COOBITHIA

3. Haxxwmure uia <Esc> Bo3Bpara K MEHIO aAMUHHUCTPATOPA.

3ananue 10. Yoamure 1O mia kommrekca «Co00aby.

1. HasxxmuTte Ha kHOTIKY [lyck u BeiOepute Hactpoiiku | [Tanens ynpaBneHus.

2. Beibepute «YcTaHOBKA M yIaJICHUE TTPOTPAMMY).



3. B nosBuBmIemMcs criucke Beioepute «I10 miist anexkTpoHHOro 3aMka « CoO0Ib»H HAXKMUTE KHOIIKY
«J1o0aBUTH/ YIaIUTHY.

4. TlogTBEepauTe yaajacHue.

Bomnpoce! u npakruueckue 3agaHus

1. Co3narh y4eTHYIO 3aIUCh MOJIH30BATENsI, KOTOPOMY OyIET pa3pelieH JOCTYI K KOMITbIOTEpY Ha HEJIEeIIo,
MIOCIIE YETo yUeTHas 3aluch OyJeT 3a0I0KMpOBaHa.

2. [TocTaBUTH OIH30BATEIIO TAPOJIb, CTEHEPHUPOBAHHBIN KOMIUIEKCOM, OJIOKHUPOBATh YYETHYIO 3aMUCh TIPH
BTOPOM HEYIaYHOM BXOJI€.

3. 3anpeTuth paHee CO3JaHHOMY IOJIb30BATEI0 CMOTPETh CBOIO CTATUCTHKY.

4. ITpousBectu cMEHY Maposisd aIMUHUCTPATOPA.

5. BemmonHUTH TecT cunuThiBaress iButton.

6. CKOppEKTHPOBATH CITUCKU KOHTPOJIIUPYEMBIX (haiiIoB.

7. OUUCTHTD )KypHAJ PETUCTPALIUH COOBITHH.

8. IIlpocMoTpeTs HHpOpPMALIHIO O TPOrpaMMe OATOTOBKY MIa0JIOHOB KOHTPOJIS LETOCTHOCTH.

9. Bemonauth quaraoctuky miatsl [IAK «Coboiby.

10. YcranoBuTh yncio nonsITok TectupoBanus JICY Ha 3HaueHHe «2%.

Cnmcok UCOIb30BaHHBIX HCTOYHHUKOB.

1. DnexTponHsIii pecypc \\ Mapopm3ammTa — pexum noctymna: http:// www. infosec.ru. — 3ami. ¢ skpaHa;
2. PykoBozCTBO MO 3KCIuTyaramnuu [IporpaMmmMHo-annapaTHOro KOMIUIEKCA
«Co0omb»: Mocksa, 2006;

3. DJIEKTPOHHbII 3AMOK COBOJIb - PASPABOTKA HUIT THOOPM3AILMTA - HoBble TeXHONOIHH
- JlenoBas mpecca_ DNEKTPOHHBIE Ta3eThl [ DIEKTPOHHBIN pecypc]- Pexxum goctyna:
http://www.buisnesspress.ru/newspaper/

4. DnexTpoHHBIH pecypc // 3ammra nuadopmanuu — peskum gocryna: http://www.zinfo.ru. — 3ari. ¢ skpaHa;
5. DnekrponHsIil pecypc // More PC — pexum gocryna: http://www.morepc.ru. — 3ari. ¢ sKkpaHa.

Tema 5. MeTozsl 1 cpecTBa OrpaHUUCHUS TOCTYMa K KoMIToHeHTaM DBM

JlaGoparophas pabota. Cuctema 3amuThl ”HPOPMALIMU OT HECAaHKLIMOHUPOBAHHOTO nocTymna Secret Net 5.0
ABTOHOMHBIN BapUaHT

Teopernueckas 4acThb

3aganue 1. YcranoBka nmporpammsel Secret Net 5.0

3aganue 2. BapuaHThl BX0/1a B CUCTEMY

3aganue 3. CmeHa mapoisi.

3ananue 4. BpemeHHast OIOKMPOBKA KOMITBIOTEPA.

3amanue 5. CMeHa Kiroue

3ananue 6. Pabota ¢ KoHQHUIESHIIMATBEHBIMU pECYpPCAMU

3aganue 7. I3MeHeHHe KaTeropun KOH(GUIECHIINATBHOCTH.

3amanue 8. Pabora ¢ koHpuIeHIMAIBHBIM TokyMeHToM B MS Word u MS Excel
3amanue 9. [lewars koHbUAEHTIHATBEHOTO JoKyMeHTa MS Word

3ananue 10. Jeuncrannsanus nporpammsl Secret Net 5.0 (aBTOHOMHBIN BapuaHT)
Bompoch! u npakTuueckue 3aaaHus.

Crnncox UCTOIb30BAHHBIX HCTOYHUKOB

Teopernueckas 4acTh

Secret Net 5.0 aBTOHOMHBII BapHUaHT - CHCTEMA 3alUTHl HH)OPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTyIa

HOBOTO ITOKOJICHHSI, KOTOpast peaqu3yeT TpeboBaHus pykoBoaamux JokyMeHToB u ['OCT no 3amuTte
uHpOpMaLuH, He orpaHnYuBast BO3MOXHOCTH OC UM NPUKIIAJHOTO IPOTPAMMHOTO 00ECTICUCHHSI.
Secret Net 5.0 - 370 mporpamMMHoO-arapaTHbli KOMIUIEKC, KOTOPBIM 00€CIIeUrBAET 3aIUTy CEPBEPOB,

pabouux cranmuii 1 MoOMIbHBIX [1K, paGoTaronux mox ympasieHHEM onepalioHHbIX cucteM Windows
2000, Windows XP 1 Windows 2003.
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KitoueByto posib coirpano To, 4to B Hayane utoHs Secret Net 5.0 momyuuin cepruduxar @CTIK o
COOTBETCTBUH TPEOOBAHUSM I10 3AIIUTE KOHPHUACHIIMATBHON HH(OpMAIIMK OT HECAHKIIMOHHUPOBAHHOTO
nocryna. JlaHHbIH cepTu(UKAT BaXKeH A

paGOTBI C KOMMCPUYCCKHUMHU OpraHu3alusMU, a PpE3yJIbTaTbl HOBBIX HUCIBITAaHUN Jar0T

«3EJICHBIH CBET» Ha HUCIOJIb30BaHuE crucTeMbl komnanuu «Hbopm3zanmuTay yupexxIeHusIMu, ubs pabota
CBSI3aHA C TOCYJAapPCTBEHHOM TalHOM.

ComtacHo Moay4YeHHOMY 3aKJIFOUeHHI0 ceTeBor BapuaHT Secret Net 5.0 cooTBeTcTBYeT 4-My Ki1accy
3aIUIIEHHOCTH OT HECAaHKLIMOHUPOBAHHOTO JIOCTYTIA U 3- My YPOBHIO KOHTPOJISI OTCYTCTBHUS
HEJCKJIAPUPOBAHHBIX BO3MOXKHOCTEH (B cooTBeTCTBUH C TpeboBanusmu PJI ['octexkomuccuu Poccun).
ABTOHOMHBIN BapuaHT Secret Net 5.0 cooTBETCTBYET 3-My KJIacCy 3alIMIIEHHOCTH U 2-MY YPOBHIO
KOHTPOJISI.

Ha npakTuke coOTBETCTBUE 3TUM KJIaccaM 3alIMIIEHHOCTH U YPOBHSAM KOHTPOJISI O3HAYAET, UTO, €CIIU B
CETH KOMITbIOTEPOB OpraHu3aiuu yctanoiieH Secret Net 5.0, qaHHasi opraHu3aiysi MOKET OIepUpOBaTh
nH(popMaImen, CoOCTaBISAIONIEeH TOCYIapCTBEHHYIO TaliHy BIUIOTH 710 TPUGOB «C» 1 «CCy».

3ananue 1. YeranoBka nporpammel Secret Net 5.0.

[Ipexae ueM npUCTYyNUTh K YCTaHOBKE, yOeAUTECh B TOM, UTO HAa JaHHOW MalllMHE YCTAHOBJIEHA OJIHA U3
nepeunciieHHbIX Hike onepannoHHbix cucteM (Windows 2000, Windows XP u Windows 2003).
Buumanue: Cucrema Secret Net 5.0 necopmectuma ¢ OC Windows XP Home Edition.

Paccmorpum npouecc ycranoBku C3U Secret Net 5.0 (aBTOHOMHBIN BapuaHT) Ha PUMEPE KOMITbIOTEPA
paboratomiero nox ynpasienuem OC Windows 2000

1. dnsa ycranoBku C3U Secret Net 5.0 (aBTOHOMHBII BapuaHT) Ha KOMITBIOTEP, PaOOTAIOIIHIA 1O]T
ynpasinenuem OC Windows 2000, TpeOyeTcst HaMuue yCTaHOBJIEHHOTO 1akeTa oOHoBieHuil SP4. Tak ke
JIOJDKHBI OBITH yCTaHOBIIEHBI Oosee no3anue ooHoBnenus (Hotfix), pacnpocTpansembie KOMITaHUEH
Microsoft.

PeKOMeHIIaI_II/II/I: KOMHaKT-III/ICK KOMIIJICKTA IMOCTABKU COLACPIKUT HGOGXOI[I/IMOC IJI1 YCTAaHOBKH OGHOBHCHI/IG
"Windows2000-KB891861-x86..." B karanore \Tools\Microsoft\2000 SP4 Update Rollup I\. [Tepen
yCTaHOBKOﬁ CHUCTCMBI 3allIUTHI TPOBCPHTC HAJTMYMUC HA KOMIIBIOTCPC TaHHOT'O O6HOBJI€HI/IH " 1ipu
HCOGXOI[I/IMOCTI/I YCTAaHOBUTC €TO.

2. Ilepen ycraHoBKOM Ha KOMIbIOTEp, padotaromniuii o ynpasieaueM OC Windows 2003, HeoOxoaumMo
BKJTIOUUTH PEXKUM pa3pelieHus] yCTAaHOBKY HETIOITMCAHHBIX IPAiiBEPOB.

3. Ecnm mporpaMma yCTaHOBKH aBapHitHO 3aBepIiaeT paboTy ¢ coodmenueM "BHyTpeHHss —omuoKka:
2738”, weobxomumo ycTtaHoBHTH KommoHeHT Windows Scripting Host 5.6. ®aiin nis yctaHOBKH

KOMIIOHEHTA COCP)KUTCS Ha KoMIakT-Aucke B karanore \Tools\Microsoft\Windows Script 5.6 for 2000 and
XP\.

4. IIpu noneITKE yCTAHOBKH BO BpeMsI MAKCUMAaJIbHOM 3arpy3Ku CUCTEMBI (HalpuMep, BO Bpemst
CKaHUPOBAHUS AMCKAa aHTUBUPYCHBIM ITPOTrPAMMHBIM 00€CIIEUEHHUEM ) MOXKET IIPOU30MTH aBapHuitHOe
3aBeplIeHre paboThl IPOrPaMMBbl YCTAHOBKH.

Pexomenparuu: JloxKAUTECH CHUKEHUS 3arPy3KU CUCTEMBI M 3aHOBO 3aITyCTUTE MPOrPaMMy YCTAaHOBKH.

5. IIpu ycTaHOBKE OCYIIIECTBISETCS TPACCUPOBKA pabOThl IPOrpaMMBbl YCTAHOBKH (ITOCIIE 3aBEPLICHUS
YCTaHOBKH TpacCUpOBKa OoTKiItoyaeTcsi). Eciu B mporecce ycTaHOBKM BOSHUKIIN ITPOOJIEMBI, TPUYUHBI
KOTOPBIX BBISICHUTH HE YAaJIOCh, 00OpaTUTECh 3a MOMOIIBIO B CIYkK0y TEXHUYECKOW MOAACPHKKHA KOMITAHUU
"Unrdopmzammura". YToOBI OTYIUTHh KOHCYIBTAIIMH CTIICIIHATMCTOB, BAM HEOOXOAUMO MPEIOCTABUTD (paii
TPacCUPOBKH, KOTOPBIA HaXOAUTCS B Karajore c:\logs.

6. [Tpu nepBoii nepe3arpyske Mociie YCTaHOBKU WJIM OOHOBJICHUS BBITIOJTHSIETCS aBTOMATHUYECKOE
yYTBEPKIACHHE anmnapaTHOW KOHPUTypaluu KoMIbioTepa. B cBA3M ¢ 3TUM aMUHUCTpaTOp 0€30M1aCHOCTH
JIOJKEH KOHTPOJIMPOBATh MEPBYIO 3arpy3Ky KOMIIbIOTEpA MOCJe YCTaHOBKH, UTOOBI HE JOMYCTUTD
pErUCTpaIfio HEKENaTeIbHBIX YCTPOUCTB (KOTOPhIE MOTYT OBITh OAKIIOUEHBI K KOMITBIOTEPY 110
3arpy3KH).

7. YcTaHOBKa JOKHA OCYHIECTBISITHCS TOJIBKO JIOKAJIBHO MITU C UCIIOJIb30BaHUEM POLETyPhI
aBroMmarndeckoit ycranoBku C3U Secret Net 5.0 (aBTOHOMHBIN BapuaHT) Ha KOMITBIOTEpAX JIOMEHA.
B03MOXXHOCTb YCTaHOBKH U3 TEPMUHAIBHBIX CECCHUI HE MOAEPKUBACTCS.
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8. Ecnu pernonanpHbie HACTPOUKH "S3BIK MporpaMm, He noanepkuBatomux Unicode" ycTaHOBIEHBI HE
JUISL PYCCKOTO $13bIKa, BO3HUKAET OIIMOKA MPH MONBITKE YCTAHOBKHU ITyTeM 3arrycka ¢aiiia setup.exe.

PexoMenparnuu: YcTaHOBUTE pErMOHATIBHBIE HACTPOUKH ISl PYCCKOTO S3bIKA.

9. nst coBmectHoi pabotel ¢ Novell Netware Client BbimosnHuTe ero yctaHoBKy 10 ycranoBku C3U Secret
Net 5.0 (aBTOHOMHBII BapUaAHT).

10. [l coBMecTHOM paboTsl ¢ cuctemoii Citrix He0OX0AMMO UCIIOIB30BaTh OCOOBIN MOPSIIOK YCTAHOBKH U
crnienuanbHbIi Habop Reg-daiinos. JlononHuTenbHbIe pa3bsICHEHUS 1 HEOOXOTUMBIE (aiiibl
MPEIOCTABIAIOTCS IO TPEOOBAHUIO.

11. Tlocne ycranoBku niu ooHoBneHus C3U Secret Net 5.0 (aBTOHOMHBIN BapyUaHT) pacyeT KOHTPOJIBHBIX
CYMM JJIs1 TOJICUCTEMBI KOHTPOJISI LIEIOCTHOCTHU OCYIIECTBIISIETCS IPU MEPBOM Mepe3arpys3Kke KommbioTepa (a
HE BO BpeMs pabOThI MPOTPaMMbl YCTAaHOBKH).

12. Tlocne o6HoBienus C3U Secret Net 5.0 (aBTOHOMHBIH BapHaHT) pacdeT KOHTPOJIbHBIX CyMM B
porpaMMHoO-armaparHoM komruiekce "Co0omp" BBITIOTHSAETCS TPU BTOPOU Tiepe3arpy3Kke KOMIbIOTEPA.

13. IIpu oonosnennu C3U Secret Net 5.0 (aBTOHOMHBII BapHaHT) BOZMOXHA PETUCTpAIHs psiia OUIHOOK B
KypHaje npuioxennil. Kak mpaBuio Takue ommOKy He SBIAIOTCS KPUTUYECKUMH U HUKAK HE BIUSIOT HA
JanbHEeHIyo paboTy CUCTEMBI.

14. Ecnu ycTaHOBOUHBIN CKPHUIIT (DOPMHUPYETCS C TIOMOIILIO MPOTPAMMBI YCTAaHOBKH, B TTOJTy4eHHOM (haiine
ckpunta OynmyT HeBepHO ykazanbl mapameTpbl: SNSETPERMISSIONS 1 REBOOTPROMPT. B stom
ciyyae HeoOX0JMMO BPYUYHYIO YKa3aTh IIPaBUIIbHbIE TapaMeTPhbl B COOTBETCTBUHU C OTIMCAHUEM B
JOKYMEHTAIIUH.

3aganue 2. BapuaHThl BXoAa B CUCTEMY
CymiecTByeT HECKOIBKO CITIOCOOOB BXOJ]a B CHCTEMY:
A. Bxox npu cTaHIapTHOW ayTeHTU(DHUKAITUH.

CrangaptHas ayTeHTU(UKALNS BBITIOTHSIETCS 110 APOITIO Mmoib3oBatens. [Ipu crangapTHOM peskuMe BXojia
MOPSIIOK JIeUCTBUM coBmanaet ¢ npuHATHIM B OC

Windows. ITocie BKIIOYeHHUS TUTAHUS KOMITBIOTEpA Ha KpaHEe MOSBUTCS MPUIIIANICHNE HA BXOJ B CUCTEMY
Jl7is BXO/1a B CTAaHAAPTHOM PEKUME:

1. Haxxmure komOuHaruio kiapuin <Ctrl>+<Alt>+<Del>. Ha sxpanHe mosBUTCS 3a1ipoc Ha BBOJI UMEHH U
TapoJIs:

VYKakuTe Balllk YYCTHBIC JAHHBIE B CUCTEME:

1. Beeaure cBo¢ ums B 110j¢e «Iloab30Bareiny;

2. B none «ITaposib» BBEAUTE CBOM MApOiIb UM OCTABBTE 3TO MOJIE MYCThIM, €CIIM BaM pa3pelieHO BXOIUTh
B cUCTeMY Oe3 mapoJis

Ha skpane kaxp1ii CHMBOJI TIapoJisi oToOpakaercs kak "*" (3Be3mgouka). [loMHUTE, 4TO TP BBOJIE TTAPOJIS
pa3InyaloTCs CTPOUHbIE U 3ariiaBHble OyKBBI, KUPWILIUIA U JaTUHUIA. Eciu npu BBOJIe IMEHH UJTU TapOJIst
ObLJIa HEMPABUIILHO HAa)KaTa KaKkas-JIM0O0 KJIaBHUIIA, YIaJIUTe OIMMO0YHO HAOpaHHBIE CUMBOJIBI B CTPOKE
BBOJIa C MOMOIIIbIO KiaBuimu <BackSpace> nnu <Delete> 1 3aHOBO OBTOPHUTE BBOJI CHMBOJIOB.

Bri6epute B mosne "Bxon B" ("domern" B Windows 2000) uMst 1oMeHa, B KOTOPOM BBI 3apETUCTPUPOBAHBI.
3. Haxxmute knonky "OK" s nponomkeHust paboThI.

Ecnu BBeieHHBIN BaMu TIapoJib MPABUIIbHBIN, BbINOIHsAETCS 3arpy3ka OC. B nponecce 3arpy3ku Ha SKpaH
OyayT BBIBOAUTHCSI COOOIICHUSI O BBIMOJIHAEMBIX JEHCTBUSIX.

B. Eciu BBl BXOJUTE B CUCTEMY, UCTIONB3YS MIEPCOHATBHBIN UACHTU(UKATOP, TO BHIMIOIHUTE CIEAYIONTUE
JIEUCTBUS

1. ITocne nostBIEHUS MPUITIAILICHHUS HA BXOJ B CUCTEMY IPEIbSIBUTE CBOW MIEPCOHAIBHBIN HACHTUDUKATOP.

Ecmm unentudukarop eToken 3amumien HectanaaptasiM i Secret Net 5.0 PIN- kogom (maponem), Ha
sKkpaHe nosiButcs 3anpoc. Beenure PIN-kon n Haxxmute kHonky "OK".



He npepriBas KOHTaKT UACHTU(UKATOPA CO CUUTHIBATEIEM, JOKIUTECh OKOHYAHUS Mpoliecca 3arpy3Ku
JTaHHBIX. Bo BpeMs BRINOMHEHMS 3arpy3Ku IaHHBIX U3 uAeHTU(UKaTopa iButton Ha skpaHe oToOpaXkaroTcs
COOTBETCTBYIOIIME coolmieHus. [Tocie Toro, kak cooOmEeHust OyayT 3aKPHITHI, HACHTU(UKATOP MOKHO
U3BATH U3 CUUTHIBATEIS.

2. Peakiusi cucTeMbl 3aIlMTHl 3aBUCUT OT HH(POPMAIIUH O MapoJie, COIEp KaIIeicsl B MEPCOHATHLHOM
uaeHTudukarope. BoaMoXHBI clienyromume BApuaHThl:

Cutyanus 1. Ecnu B uaeHTH(UKaTOpE COACPIKUTCS aKTyallbHBIN MapoJib, TO MOCIE YCIEUTHON NPOBEPKU
IpaB MOJIK30BATENs Ha BXOJ B cUcTeMy BhInonHseTcs 3arpy3ka OC. B mporecce 3arpy3ku Ha 9KpaH OyayT
BBIBO/IUTHCS COOOIIEHUS O BBIMTOTHIEMbIX AEHCTBUSX.

Curyanus 2. Ecnu B uaeHTH(GUKATOPE HET MAPOJIs WU COAEPIKUTCS IPYTOU 1MapoJib, Ha SKPaHEe MOSIBUTCS
COOOIIIEHNE O HEBO3MOXXHOCTH BX0/1a B cuctemy. Haxmute knornky "OK". Ha skpane mosiBUTCS 1uaior
"Bxox B Windows":

Wms monb30Baresst, KOTOpOMY NPUHATISKUT NpeabsBIeHHbIN uaeHTudukarop [Ipu BBoae maposns
oOpaTtuTe BHUMaHuE Ha coctosgHue nuaukaropa EN/RU

* Beenure aktyanbHbiil naposis B nosie "[lapons” n Haxkmure kHonky "OK".

Ecnu BBeieHHBIN BaMU Naposib NPABUIBHBIN M XpaHEHHUE NaposIsl B UICHTU(UKATOPE HE MIPESYCMOTPEHO,
BhInosHseTcs 3arpy3ka OC. B npouecce 3arpy3ku Ha 3kpaH OyIyT BBIBOIUTBCS COOOLICHHS O
BBITIOJIHAEMBIX JICHCTBUSAX.

Ecnu BBeieHHBIH BaMU TTapoJIb MPABHIBHBINA M aKTyaJIbHBIN Mapoib HYXKHO 3aHCcaTh B UACHTU(DUKATOP, HA
9KpaHe MOSBUTCS COOTBETCTBYIOLIHI 3ampoc.

* Haxxmute kHomnky "/la" B okHe 3ampoca.

Ha skxpane mosiBUTCS TUAJIOT, COEP KAl CIIUCOK UACHTU(DUKATOPOB, B KOTOPHIE CHCTEMa Ipe/iaracT
3amucarh HOBBIN MapoJb.

o Jlyist 3amucu mapostst MOCIeI0BaTEeIbHO MPEIBIBUTE HICHTU(UKATOPBI.

B pesynbrare ycnemnHoi 3aniucy HOBOTo naposisi B UIeHTU(UKATOPE TO CTAaTyC B CIIMCKE CMEHUTCS Ha
"O6paboran". [Tocye 3Toro naeHTUPUKATOP MOKHO U3BATH U3 CUUTHIBATEIIS.

* [To okoHuaHUM 0OPAaOOTKHU BCEX MACHTH(PUKATOPOB HAKMHUTE B JUATIOTE KHOMIKY "3aKphITh".

[Tocne 3aKpbITHA JUaora BBIIOIHAETCS 3arpy3Ka OlepalroHHON cucTeMbl. B mporecce 3arpy3ku Ha SKpaH
Oy/1yT BBIBOAUTHCS COOOIICHUS O BBITOTHAEMBIX ACHCTBUSX.

C. OcHoBHBIE 0COOCHHOCTH BXO/1a TIPY YCHJIEHHON ayTeHTH(PHUKALINU BBIPAXKAIOTCS B TOM, YTO

1. Ecnu ipu BXozie B CUCTEMY B PEXKHMME YCHIIEHHOM ayTeHTU(UKALIUU UMSI TT0JIb30BaTENsI ObLIIO BBEIEHO
HEBEPHO, COOOIIEeHNE 00 OMMOKE BBIAACTCS TOCIIE 3aMpoca Ha MPEAbSIBICHHUE 3JICKTPOHHOTO
uaeHTuduKaropa.

2. [Ipu TepMUHAIEHOM BXOZI€ B PEXKHME YCUIICHHOUW ayTEHTU(PUKAIIUU HA CEPBEPE B KypHAIIE MPUIOKEHUI
peructpupytorcs omubdka WinLogon "HeBepHas pyHkims".

Ecnu B cucteme BKITIOUEH PeXUM YCUICHHOW ayTeHTU(UKAIMH, TO TIPH JIIOOOM pEXHUME BXOAA B CUCTEMY
(cTaHmapTHOM, CMEIIAHHOM HJIU TI0 UACHTU(HUKATOPY) TTOCIIe AUAioTa JJisk BBOJa UMEHU U Mapojs Ha
9KpaHe MOSBUTCS TUAJIOT JJISl BBIOOPA U MPEIbSABICHUS KIIIOYEBOTO HOCUTEISI, U3 KOTOPOTo OyJeT CUnTaH
3aKpPBITBHIN KITIOY MOJIE30BATENs (CM. HUXKE).

D. Bxoz B pesxuMe KOHTPOJIS IOTOKOB

Ecnu B moacucTeme MoIHOMOYHOTO pa3rpaHUYEHUs TOCTYIIa BKIIIOYEH PEXKUM KOHTPOJISl TOTOKOB
KOH(UIEHITNATBLHON MHGOPMAIIMH, TO TIPU JTOO0M peXUMe BXOa B CUCTEMY (CTaHIapPTHOM, CMEITIaHHOM
WM 110 UJIEHTU(UKATOPY) MOCTe YCIEIIHON MPOBEPKH MpaB MOJIb30BaTENs Ha BXOJ B CUCTEMY Ha SKpaHe
MOSIBUTCSI TMAJIOT JIJIsl BBIOOpa YPOBHS KOH(UACHIIMAIBHOCTH CeaHca. YKa3bIBasi ypOBEHb
KOH(HIEHIIMATbHOCTH, BBl TEM CAMbIM YKa3bIBAETE CUCTEME KAaTETOPHIO KOH(MUICHIIMATIbHOCTH
JOKYMEHTOB, C KOTOPBIMU coOupaeTech paboTaTh B TEKYILIEM CEaHCe.

3aganue 3. CmeHa naposs.

Ecau Bam paspelieHo MEHATh 11apoJib, TO Ha KPaHE MOSBUTCS TAAJIOT:

1. B mosie "Crapslii maposp' BBEAWTE Balll TEKYIUNA MapOib B CUCTEME, Ha dKpaHe KaXKJIbli CUMBOJI ITapOJIs
oTtoOpakaercs Kak "*" (3Be3104Ka);
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2. B nosie "HoBblii naposs" BBEAUTE HOBBIM 11apoJlb;
3. MOBTOpHUTE BBOJI HOBOTO Mmaposs B noie "[lonrBepxkaenue".
4. Haxwmute kHonky "OK" miis 3ammycka npoueaypbl CMEHBI ITapoJIsl.
Ecnu TpeGoBanus, npeabsBisieMble B CUCTEME K IMApOJIsiM, HAPYILIEHBI WM CTapblid apoJib yKa3aH
HETPaBUIILHO, HAa SKpaHe MOSBUTCS coobtmieHue 06 ommoke. Haxmure kaonky "OK" B okHe cooOmieHus u
MOBTOPUTE BBOJI ApOJIe, yKa3aB UX MPABUIBHO.
Ecnu monst auanora cMeHsI apoJist ObLIM 3aII0JHEHbI IPABUIIBHO, Ha SKPaHe MOSBUTCS cOOO0IeHHE 00
YCHEIIHOM U3MEHEHUH MapOoIIsl.
5. Haxxmute knonky "OK". Ecnu Bamn crapblii maposb XpaHUTCS B TIEPCOHATBHOM UACHTU(DUKATOPE WITH BB
UCTIONb3yeTe ATOT UACHTU(HUKATOP It BX0o/1a B KoMmIuieke "Co0omb" (TOMBKO A7 MASHTU()UKATOPOB
iButton), Ha SKpaHe MOSBUTCS TUAJIOT, COACPKALINI CITUCOK BAIIUX MEPCOHATBHBIX UICHTU(UKATOPOB
[Tosicuenue. B cinydae oTkasa oT 3anmucy nH(GOpMAIMK B IEPCOHANBHBIN uaeHTHHKaTop 1Button, KoTophIit
HCIIONIBb3yeTCst 17151 Bxoaa B KoMruieke "Cob6omis", Bxos B koMruieke "Co0oms" OyneT BO3MOXKEH TOIBKO 0
CTapoMy Mapoo.

6. Jly1s1 cMEHBI TapoJIst WITK 3alUCH HOBOH CITykKeOHOW nH(pOopMaIuu, HeoOX0IUMOM TIPH BXOJIE B KOMIUIECKC
"Co0oup", mOCIeIOBATEIBHO MTPEABIBUTE KaXKABIA UACHTU(UKATOD.

Eciun npenwssnen uaentudukarop eToken, kKoTopbiii 3amuiieH HecTanaapTHeIM s Secret Net 5.0
PIN-komom (maposiem), Ha 3KpaHe nossBUTCs 3anpoc. Beenure PIN- kox 1 Hasxkmute kHOTIKy "OK".

B pesynbrare ycnemHo# 3anicu HOBOTO Maposisl B MACHTU(PUKATOP ero cTaTyc cMeHuTcs Ha "O6paboTan".
[Tocne 3Toro naeHTU(HUKATOP MOKHO U3BSATH U3 CUNTHIBATEIS.

7. I1o okoHyanun 00pabOTKH BCEX MICHTU(PUKATOPOB 3aKPOUTE JUATOT HAXKATUEM KHOTIKU "3aKphITh'.
Ecnm sxe ycTaHOBIIEHHAs! TOJUTUKA MTApOJIeH 3arpeniaeT BaM MEHSATh Mapoiib, HAa SKpaHe MOSABUTCS
cooOuieHne 06 omuodKe U MpoLeaypa CMEHBI Maposist OyJeT npepBaHa. B 3ToMm ciyyae st CMEHBI TapoJIst
o0paruTech 3a MOMOIIBIO K aJIMHHUCTPATOPY.

3ananue 4. BpeMeHnHast 0J10KUPOBKa KOMITBIOTEPA.

Ecnu BaM HE0OXOAMMO BPEMEHHO TIpepBaTh paboTy Ha KOMIIBIOTEPE, TO JJIS 3aUTHI OT
HECAaHKIIMOHUPOBAHHOTO MCIIOIB30BAHUS COBCEM HE 0053aTEeNIbHO €T0 BBIKITIOUaTh. MOXKHO
BOCIIONIE30BaThCsl PyHKIIMEH BPEMEHHON OJIOKUPOBKU KOMIBIOTEPA, IPU KOTOPOIl OIIOKUPYETCs KJIaBUaTrypa
1 DKpaH MOHHUTOpPA Pa3010KkupoBaTh KOMITBIOTEP MOXKET TOJIBKO PAOOTAOIINI HA HEM IOJIb30BaTellb WK
aaMHUHHUCTpATOp. Pa30IoKMpoBaHKEe KOMITBIOTEPA aIMUHUCTPATOPOM COMIPOBOXKIAETCS 3aBEPIICHUEM
TEKYIIEeTO CeaHca padoThI IMOJIB30BATENS U IOTEPEH BCeX HECOXPaHEHHBIX JIAHHBIX. 3a0JIOKUPOBATh
KOMIIBIOTEP MOXKHO € TIOMOIIbIO cTaHAapTHBIX cpeacTB OC Windows BpyuHYIO (CM. HUXKE) UITH
ABTOMATUYECKH.

ABTOMaTHuYecKast 6JIOKI/Ip0BKa KOMITBIOTCpPA BKIIIOUACTCA B TOM CJIy4ac, €CJIU B TCUCHUC ONIPCACIICHHOTI'O
BPCMCHU HC HUCIIOJIB30BAJIMCh KJIaBUATypa U MbIIIb. Takoe BpPCEMsI HA3bIBACTCA MHTCPBAJIOM HCAKTHUBHOCTH.
I[JBI aKTHUBalluy MCXaHHU3Ma

ABTOMATUYECKOW OJIOKUPOBKH €0 HEOOXOAMMO TIPEIBAPUTEIHLHO HACTPOUTH.
Jy1st BpeMeHHOM OJIOKMPOBKH KOMITBIOTEPA BPYUHYIO:

Haxxmure komOnHanmio kiasuir <Ctrl>+<Alt>+<Del>.

Haxxmute kHOTKy "biokupoBka" B OSIBUBIIEMCS Ha SKpaHE TAAJIOTE.
KnaBuarypa u sxpan MoHUTOpa OymyT 3a0JI0KHPOBAHbBI, HA SKPAHE MOSBUTCS
coo0IIIeHnE

Ecnu npenBaputenbHO BaMu ObIT HACTPOEH MEXAHNU3M aBTOMAaTHYECKON OJIOKUPOBKHU (CM. HHMXKE), TO 110
UCTEUCHUU BPEMEHH, PABHOTO 33JaHHOMY MHTEPBaJly HEAaKTHBHOCTH, Ha SKpaHe 3a0JIOKUPOBAHHOTO
KOMIIbIOTEpA MOSIBUTCS BEIOpaHHAs 3aCTaBKa.

J71st HACTPOWKHM MEXaHHW3Ma aBTOMATHUECKON OJIOKUPOBKH:
1. OTkpoiiTe OKHO HaCTPOMKH CBOMCTB 3KpaHa U nepenauTe K quanory "3actaBka'.



Ecamn 0OKHO HacTpOMKH CBOKCTB DKpaHa HEOCTYITHO UJIU B HEM OTCYTCTBYET HYXKHas 3aKjajiKa, oTO
O3HAYaeT, YTO aJIMUHUCTPATOP 3aPETUII BaM AOCTYII K 3TUM 3JeMeHTaM untepdeiica. [yis paspemenHus
BOIIpOCa 00paTUTECh K a]MUHUCTPATOPY

2. BeibepuTe 3acTaBKy M3 pacKphIBAIOIIETOCS CIMCKa, oTnuHyto oT "Het" ("None").

3. YcranoBute 3HaueHue napamerpa "Murepsan" He paBHbIM "0".

4. Haxxmure kHonky "OK".

Pa30mokrpoBaTh KOMIIBIOTEP MOXKET TOJIKO PaOOTAIONIMI Ha HEM MOJIb30BaTeNb WIH AAMUHUCTPATOP

6e3onacHocTH. Ecnu pa30o10KMpOBKY KOMIIbIOTEPA MIPOBOAMUT aJIMUHUCTPATOP, TO CEAHC pabOThHI
MoJIb30BaTeNs Oy/ieT NPUHYIUTEIHHO 3aBEPIICH C MOTePei HECOXPAHEHHBIX TaHHBIX.

J1y1st pa307I0KUPOBaHUS KOMITBIOTEPA BBHITTOJIHATE OHY M3 CISAYIOIIMX MOCIEI0BaTEIbHOCTEH ICHCTBHUI:

* Eciin uicrionp3yeTcst yCTpoCTBO anmnapaTHOi HASHTU(UKAIINH, TPEAbSIBUTE MEPCOHATBHBIN
UACHTH(HUKATOP.

He npepriBaiiTe KOHTAKT UACHTH(PHUKATOPA CO CYUTHIBATENIEM IO OKOHUAHUS MPOIEcca 3arpy3KH JaHHBIX.
Bo Bpemst BBITIOSTHEHUS 3aTPY3KH TaHHBIX U3 UaeHTH(HKaTopa iButton Ha sKpaHe 0TOOpakaroTCs
COOTBeTCTBYIOMUE coolmieHus. [locie Toro kak cooOmmenust OyayT 3aKpBITHI, HACHTU(PUKATOP MOKHO
U3BSTh U3 CUNTHIBATEIIS.

Kommsrorep OyneT pa3diokupoBaH, €ciiv B HACHTU(PHUKATOPE €CTh NMapoib. Ecim B mepcoHaIbHOM
UAECHTU(PHUKATOPE OTCYTCTBYET MAPOJIb, BBEAUTE €T0 C KJIABUATYPhl B MOABUBIIEMCS HA KpaHe JUaore u
HaxkmuTe kHomKy "OK".

» Haxkmute komOunanuio kinasum <Ctrl>+<Alt>+<Del>, BBeaure napoib ¢ KJIaBHATYPHI B MOSBUBILEMCS
Ha ’KpaHe auanore U Haxkmute kHonky "OK".

3ananue 5. CMeHa KIIO4eH.

Cwmena kiro4eBoi HH(pOpMAITUU TPOBOAUTCS B 2 dTara.

Ha nepBoM BBINIOTHSIETCS CMEHA KITFOUEBON MH(DOPMAINH, XpaHSIIEHCS Ha KITI0YEBOM HOCHUTEJIE.

Ha BropoM 3Tane ocyuiecTBisieTcs nepeBos MuppoBaHHbIX PECYPCOB Ha MN(POBAHHE HOBBIMH KIIFOYAMHU.
CMena KITI04€BOM HH(pOPMALIMU HA KIIOYEBOM HOCUTEIE BO3MOXKHA TOJIBKO M0 OKOHYaHUU MHUHHUMAJIBHOTO
CpOKa JeHCTBHUS JIMYHOM KIII0UeBOM HH(pOpMaLny.

JUisi CMEHBI KITI0U€BOM MH(POPMALIMU Ha KIIOYEBOM HOCHUTEIIE:

1. BrI30BUTE KOHTEKCTHOE MEHIO TUKTOTpaMMbl Secret Net 5.0, Haxoasmencst B CACTEMHOM o0iacTu
nanenu 3a1ad Windows, v akTuBUpyiTe komanay "CMeHHUTh Kitrod'.

Ha skpaHne nosBuTCA 1Uasor:

2. IlpenbsiBUTE OMUH U3 KIIOYEBBIX HOCUTENCH, B KOTOPOM COACPIKUTCS TEeKyIas KiroueBas naHopmarys. B
3aBHCHMOCTH OT BUJa KJIIFOYEBOTO HOCUTENS (TIEPCOHANBHBIN UASHTU(PUKATOP UIN ChEMHBIN TUCK)
BBIIIOJIHUTE COOTBETCTBYIOIIEE JIEHCTBUE:

€CJIH BBl UCTIOB3YeTe MEPCOHATBHBIN UACHTH(PUKATOP, IPEIBSIBUTE €TO;

€CJIM BbI HCIOJIb3yETE B KAUECTBE KIIOUEBOIO HOCUTENSI ChbEMHBIN IMCK, BCTABBTE JUCKETY B IUCKOBOJ, a
ChEMHBIN THUCK B pazbeM USB-nopra, u HaxxMuTte KHONKY "J{uck".

Cogert. Ecau nogki04eHO HECKOIBKO ChEMHBIX IUCKOB OJTHOBPEMEHHO, TO JJIs MPOIOJIKEHUS ITPOLIETYyPbI
BBIOEPUTE B CIIHMCKE UACHTU(DUKATOPOB CTPOKY C HAUMEHOBAHUEM HY>KHOTO ChEMHOTO AMCKA U HAKMUTE
kHonky "OK".

He npepbiBaiiTe KOHTAKT KJIFOUEBOIO HOCUTEISI CO CUYMTHIBATEIIEM, 10 OKOHYAHUS 3arpy3KH KIIFOUEBOM
uHpopmaruu. [To OkOHUAHWY 3arpy3KH HA YKPAHE MOSBUTCS TUATIOT

Jluanor CoOep KT CIMCOK BAIIMX KITFOYEBBIX HOCUTENIEH, B KOTOPBIE CUCTEMA TIPeIjIaraeT 3anucaTh HOBYIO
KIJIFOUEBYIO WH()OPMAIIHIO.

3. [TocnenoBarenbHO MPEIBIBUTE BCE KITFOUEBBIC HOCUTETU. ECIIN BBI UCTIONIb3yeTe B KAYECTBE KIIFOUEBOTO
HOCHUTEJS AUCKETY (MU IPYTrO CMEHHBIA JTUCK)

— BCTaBbTE JUCKETY B TUCKOBOJ (TTOIKIIFOUYNTE CMEHHBIN UCK) M HAKMHUTE KHOTIKY "Jluck".
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Ecnu npenbsasnen unentuduxarop eToken, KoTopslii 3amuiieH HecTanaapTHeIM 1715 Secret Net 5.0
PIN-kozmom (maponem), Ha 3kpaHe nosiButcs 3anpoc. Beenure PIN-kon n Haskmute kHonky "OK".

B pesynbrare ycnenrHoi 3anucu KIro4eBoi nH(GOpMaIuu Ha HOCUTEIb €ro CTaTyC B CIIMCKE CMEHHUTCS Ha
"O6padoran". [Tocie 3TOro KIOYeBONH HOCUTENh MOXKHO U3BSITh U3 CUUTHIBATEISL.

4. ITo okoHuaHUU 00PaOOTKH BCEX HOCHUTENIEH HAXXMUTE KHOIKY "3aKphITh".

* Ecniu He Bce KITroueBbIe HOCUTENH ObUTH 00padoTaHbl, TO MOCIE HAXKATHs KHOTIKY "3aKphITh" (Win
"OtMmena") Ha PKpaHe TOSIBUTCS 3aIpoC

JUist 3anMcy akTyallbHOW KITFoueBOW MH(OpMaIK Ha He0OpaOoTaHHBIE KITIOYEBbIE HOCUTEIN HAXKMHUTE
kHomKy "/la" u moBropuTe neiictBue. UtoObl mpepBaTh 00pabOTKY KIIOUEBBIX HOCUTENCH, HAXKMUTE KHOIIKY
HHeT"

3amanue 6. Pabora ¢ koH(UIEHIIUATIEHBIMU PECYPCaMH.

Jnist ©3MEHEHUs KaTeropui KOH(PHUISHIIMAIBHOCTH KaTanora win Qaiiyia B pekxumMe MoJIHOMOYHOTO
pasrpaHMyYeHMs JOCTYIIA BbI JOJDKHBI 00J1a/1aTh MPUBHIIETHEH "YTIpaBiIeHUEe KaTeropusIMH
KoH(puaeHuuanbHocTH". Eciin y Bac HET Takoi MPUBUIIETUH, BBl MOXKETE TOJIBKO MOBBICUTH KaTETOPHIO
KOH(UACHIMAIBHOCTH (hailyia, HO HE BBIIIE CBOETO YPOBHS JOIYCKA MM YPOBHS KOH(PHUICHIIMATEHOCTH
ceaHca.

Buumanne! Crnenyiite cienyrommuM peKOMEHIALINSAM:

HE MIPUCBAaNBaNTe KaTeropuu "KOoH(OHUICHIIMAIBHO" 1 "CTPOro KOH(UIESHIIUATBEHO" CUCTEMHBIM KaTajloTaM,
KaTajoram, B KOTOPbIX pa3MelllaeTcs MpUKIaIHOe MporpaMMHOe oOecIieueHune, a Takxke karanory "Mou
JIOKYMEHTHI" ¥ BCEM MTOIOOHBIM €MY;

BO M30€KaHue HEMPOU3BOIBHOTO MOBBIIICHUS KaTerOpuil KOHPHUIECHIIMATFHOCTH (aiiyioB XpaHUTe (ailsibl B
KaTaJorax ¢ Kareropueil KoH(puaeHINaIbHOCTH, PABHOM KaTeropuy KOH(UICHINAIBHOCTH (haiIoB.
[Tponenypa BeIIONHSAETCS ¢ UcnoiAb30BaHUeM mporpammsl "IIpoBogauk" OC Windows.

3ananue 7. I3MeHeHNe KaTeropun KOH(PUIEHITUATEHOCTH.
Jnist ©3MEHEHUs KaTeropuy KOH(PpHUICHIIMAIBHOCTH KaTaora:
1. B nporpamme "I[IpoBomHHK" BBI30BUTE KOHTEKCTHOE MEHIO KaTaJiora .

AxTuBHpylTe KoMaHy «CBoiicTBa». B nmosBuBmIemMcs: Ha skpaHe okHe "CBOHCTBA EpeHIuTe K AUAIOTy
"Secret Net".

2. Ykaxute He0OXOIMMBbIE 3HAYCHHSI TAPAMETPOB:

Bribepure B packpbiBaromemcs criucke mnoss "Kareropus" Hy)XKHYI0 KaTeropuio KOHPHUIESHIIMATLHOCTH JUIs
Karajora.

Bribepure pexxuM aBTOMaTHYECKOTO MPUCBOEHUS KaTeropuu KOH(pUIeHIMAIbHO- CTH (paiiinaM karasora,
YCTaHOBHB MapaMeTp "ABTOMaTHYECKU MPUCBAUBATh HOBBIM (aitnam" B monoxkenue "Bximoyeno" wim
"BbIKiIto4eHo".

3. Haxmure kHonky "OK".

JUnist ©3MEHEHUs KaTeropuu KOH(PpHUISHIIMAIBHOCTH (aiiina

Brizosure nporpammy "IIpoBonHuk".

Br13oBuTE KOHTEKCTHOE MEHIO (paiiia v akTUBHpYHTE B HeM Komany "CsoiicTsa".

B nosiBuBmemcs Ha skpaHe okHe "CBoiicTBa" nepeligute k nuanory "Secret Net.

4. BeiOepute B packpbIBILIEMCs criucKe 1osis «Kateropus» Hy)KHYI0 KaTeropuro KOH(QHIEHIIMAIbHOCTH
(atina.

5. Haxmure kHonky «OK»

3ananue 8. Pabora ¢ koHpHUAEHIIMATBHBIM T0KyMeHTOoM B MS Word u MS

Excel

[Tpexne ueM HayaTh paboTy ¢ KOH(DUACHIMANBHBIMU AJoKyMeHTamu B MS Word nnmu MS Excel,
PEKOMEHYEeTCsl COXPAaHUTh U 3aKPBITh BCE PaHEE OTKPBIThIC HEKOH(DUICHIINATbHbBIE TOKYMEHTHI

JUist OTKpBITHS KOH(DUICHIINATBHOTO JOKYMEHTA!
1.2.
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3amyctute MS Word niin MS Excel.

AKTHBUPYHTE B IMTaBHOM MeHI0 komaHay "®aitn OTkpeITh" U B guasiore "OTKphITHE JOKYMEHTa" BhIOEpUTE
KOH(HIEHIIHATbHBIN TOKYMEHT.

Ecnu koHTpoJb TOTOKOB KOH(UAEHIINAIBHON HHPOPMALIUK OTKIIIOYEH, HA SKPAHE MOSIBUTCS COOOIICHHE

Takoe cooOuieHne oToOpaxaercs BCIKUI pa3, KOIa OTKPbIBAETCS JOKYMEHT, KaTeropus
KOH(UACHIMAIBHOCTH KOTOPOT'O BbIIIE YPOBHS KOH(UACHINAIBHOCTH IPUIOKEHHSL.

3. Haxmure kHonky "Jla" mi1s OTKpPBITHS TOKYMEHTA.

ITpu coxpaHeHnN KOH(PHUIAECHIIMATHLHOTO TOKYMEHTA MO TE€M K€ MJIH O] IPYTMM UMEHEM HEOOX0MMO
YUUTBIBATh, YTO KaTeTOpHs KOH(DUICHINATBHOCTH (haiiia JOKyMeHTa BCEra OCTaeTCs MPexXHEn, eciin
JOKYMEHT COXPaHSETCS B KaTajaore, Kareropusi KOHPHUISHIIMAILHOCTH KOTOPOTO HE HUXKE KaTeTOpUU
JOKYMEHTA, U JJIS KaTajaora BKIIOUEH peXuM "ABTOMATHYECKH MTPUCBauBaTh HOBBIM (haiimam".

Baxwno. [{nsg coxpaneHus kaTeropuu KOH(QUASHIHAIBHOCTH JOKyMEHTa PEKOMEHYETCsl COXPAHATh €T0 B

KaTaJIOr'u HC HUXKC KaTCropuun KOH(bI/I,Z[eHL[I/IaJIBHOCTI/I JOKYMCHTA. MNuaue BO3MOKHBI CJICAYIOUC CUTyalluu:

€CJIM IOKyMEHT COXpPaHsEeTCs B KaTaJlor ¢ 0oJiee HU3KOW KaTeropueil KoHPHUIESHIIMAIbHOCTH U IS KaTajora
BKJIIOUEH pEXUM "ABTOMATHYECKH MTPUCBANBaTh HOBBIM (paiiinaM", To KaTeropus KOH(UACHIUAIBHOCTH
JOKYMEHTA TMOHMKAETCSI 10 KaTeTOpUU KOH(UACHIIUAIIBHOCTH KaTajora,

€CJIM TOKYMEHT COXpaHseTCsl B HeKOH(UICHIIMAIbHBIN KaTajaor Win B KOH(U- JeHIHaIbHbIA KaTaJor, s
KOTOPOTO OTKJIIOYEH pexuM "ABTOMaTHYECKH NPU- CBAWBATh HOBBIM (aitinam", To (aitry JoKyMeHTa
MPUCBAUBAETCS KaTeropus KOHPHUISHIINATbHOCTH "HEKOH(PHUASHIINATIBHO.

3ananue 9. [leuats KOHGUACHIHATEHOTO ToKyMeHTa MS Word.
J1J1s iedaTv KOHQUACHIIMATLHOTO JOKYMEHTA!
1. Otkpoiire B MS Word xoHpuUAEHINATBHBINA TOKYMEHT.

Criucok rpu¢oB KOHPUICHINATBHOCTH, UMEIOIUXCS B CUCTEME, 0OTOOpakaeTcsl Ha MaHeId HHCTPYMEHTOB
"I'pucdsr Secret Net" B ocHoBHOM okHe MS Word.

Ecnu manens rpudoB He BUIHA, BEIOepHUTE B OCHOBHOM MeHIO "Bun | [Tanenu unctpymenTtos | I'pudsr
Secret Net".

2. BeiGepuTe HYKHBIN TPU( KOHPHUICHIMATHLHOCTH U3 PACKPBIBAIOLIETOCS CIIUCKa MaHenu. Boeioepure
HYXHBIH rpu( KOH(UACHINAIBHOCTH U3 pacKpbIBatomierocs cnucka nanenu "Ipudsr Secret Net", ecu
rpu(OB HECKOIBKO

3. AxtuBupyiite komanay "®aiin | [ledars” B I1aBHOM MEHIO.

Ha skpane mosiBUTCSs AMAJIOT U1 HACTPOUKHU MoJIel rpuda koHpuaeHIHaIbHOCTH HaxkmMuTe KHOIIKY
"[Teyars". Ha sxpane nosiBUTCS CTaHIAPTHBINA JUAJIOT JJIs

OMpCACIICHUSA TapaMCTPOB IICHaATH.
VYKaxxuTe napaMeTpsl eyaT U, €ciii He00X0IMMO, HACTPOMTE CBOWCTBA MPUHTEpA.

7. Haxxmute knomky  "OK" B gmamore  mapameTrpoB  medartd. B mtore gokymeHT OyneT
pacriedaTad BMecTe ¢ Tpu(poM KOHPHUIECHIIMATEHOCTH.

3ananue 10. JJenncramauus nporpammel Secret Net 5.0 (aBTOHOMHBIN BapHUaHT) .
Uto06w! yramuth porpammy Secret Net 5.0 Express u3 Bamero PC:

1. Otkpotite YcranoBka/Yaanenue nporpamm B [lanenu ynpasnenns (ITyck ->

Hactpouts -> [lanens ynpasieHus).

2. Haitnure 3anuck Secret Net 5.0 B criicke u BRIOEpHTE €€.

3. Haxxmure kKHONIKY 3aMeHUTh/ YIaIuTh, YTOOBI HAYATh YAAIATH IPUIOKEHHE U CICTYyHTEe KOMaHIaM.
Bormnpocel u npakTuueckue 3a1aHus.

1. BrirouuTe pekuM KOHTPOJIIS TOTOKOB KOH(DHICHITUATHHON HH(POPMAITHH.

2. OcyuiecTBUTE BXOJl B CUCTEMY B PEKHUME KOHTPOJIS OTOKOB KOH(MUICHIIMAIbHON HHDOpMAaLIUK.

3. OcyiecTBUTE 3arpy3Ky KJIOUEH.

4. Co3paiite mm(poBaHHBIN KaTaJOT.

5. CoznaiiTe CIMCOK MOIh30BATENCH, UMEIONIUX JOCTY K MHU()POBAHHOMY KaTaJory.
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6. 3ammmdpyiite daiin.

7. OcymiecTBuTe yaaneHue mu(poBaHHOTO KaTajgora win Qaiina.

8. Pacnieuaraiite nokyment B MS Excel.

9. HactpoiiTe MexaHU3M aBTOMaTHYECKOM OJIOKHMPOBKH.

10. BoinonHUTE BBITPY3KY KIHOUEBONW MHPOPMAITUH [TOCIIE OKOHYaHUS PAOOTHI.

Crucok UCOIb30BAHHBIX HCTOYHHUKOB.

1. DnexTponHsIii pecypc \\ Mapopm3ammra — pexum noctymna: http:// www. infosec.ru. — 3ami. ¢ skpaHa;
2. PyKoBOZICTBO 10 DKCIUTyaTalluu yCTPOHCTBA Kpurntorpaduuecko 3amuThl JaHHbIX Secret Net: Mocksa,
2006;

3. Caiit pa3pabotunka [Dnexrponnsiit pecypc| // AHKA]I Ha 3amure napopmaum — pexxuM J0CTyIa:
http://www.ancud.ru.- 3ari. ¢ sxpana;

4. DnekTpoHHbIN pecypc // 3amuTa nuHpopMaInuu — pexxuM goctymna: http:// www.zinfo.ru. — 3ari. ¢ skpana;
5. DnexrpouHsIii pecypc / More PC — pexxum gocrtyma: http://www.morepc.ru. — 3ari. ¢ skpaHa.

Tema 6. [ToHsiTHE OOPATHOTO MPOEKTUPOBAHMUS.
Jlabopatopnas pabora. [ToHsiTue 0OpaTHOrO MPOSKTUPOBAHMS.
Teopernueckas 4acThb

OCHOBHBIMH YTPO3aMH I TPOTPAMMHOTO MPOIYKTA, 3aIUIIIEHHOTO OT HECAaHKIIMOHUPOBAHHOTO
MCIIOJIB30BaHUS CIIOCOOOM BBOJIA KIIFOUEBOI MH(POPMALIMU MTOJIB30BATENEM SBIISIFOTCS:

yrpo3a HapymeHus (pyHKIMOHAIEHOCTH MOIYJIS 3alUTHI

yrpo3a pacKpbITHs KJIIOYEBOI HH(pOpMALIUK.

Peanmu3zanus yrpo3sl HapymieHUs (pyHKINOHAIBHOCTH MOYJ/IS 3aIIUTHI MOXKET 3aKITFOYaThCSL:

B 00X0/1€ MO 3aIUTHI ITyTeM MOJU(PHUKAIINN KOJIa TIPOTPAMMBI

B TTOJTHOM OTKJIFOYCHUH MOJYJIS 3alIUTHI TyTeM MOAN(DHUKAINHT KO IPOTPaMMBI.

Peanuzanust yrpo3sl pacKpbITHS KIIIOYE€BOI HH(OpMAIIUU — B BBIACHEHHH ITyTEM MCCIIEJOBAHUS POTPAMMBI
KITIOUEBOM MH(POpPMAIUH, TpeOyeMO IPH PerucTpari.

CymiecTByeT HECKOJIBKO 33/1a4, KOTOPBIE 3IIOYMBIIIJICHHUK JIOJDKEH PEIIUTh MIPH Peau3aliy JaHHbBIX YIPo3.
1. 3amaua oOHapyKEHUs B KOZIE IPOrPaMMBbI MOJTYJISI 3aIINTHI.

2. 3amaya UCCIEAOBAHMS MOIYJIS 3aIMTHI U TOHUMAHUS TIPUHIIUIIOB €TO ACHCTBHSL.

Crexyer OTMETHTB, YTO 3aJ1a4M B TIPUHIIUIIE HE PEIIAEMBbI 32 TPUEMIIEMOE BPEMSL.

3T0 00YCIOBICHO CIEAYIONUMHI O0CTOSTEILCTBAMHU.

3amavya oOHApYKEHUS B KOAE MPOTPAaMMbI MOYJIS 3alUTHI.

1. Monynb 3aIUThl 3aHUMAET JJOCTATOUYHO MaJIblii 00beM B 00IIel COBOKYITHOCTH KO/Ia IPOTrpaMMBl. 3a1ada
PYYHOTO MoMCKa 010Ka MOy 3amuThl pazMepom 100 — 200 GaiiT B 0011eM Koze mporpamMMel,
3aHUMAIOILEM COTHU MerabaiT, 0€3 UCTIONIb30BaHMs CIICIIMATN3UPOBAHHBIX CPE/ICTB B IPUHIIUIIC HE
peraema 3a mpuemMiIeMoe BpeMmsl.

3amaya oOHapyKEHHsI B KOJIE TPOrpaMMbl MOTYJISI 3aILIUTHI.

2. AHanu3 Kojia MpOrpaMMbl B 3HAUUTEILHOUN CTETICHHU 3aTPYIHIETCS TEM, UTO MPOU3BOAUTCS aHATU3 HE
HCXO/THOTO TEKCTa MPOTrpaMMBbI Ha sI3bIKE BHICOKOTO YPOBHS, & aHAJIU3 MAITMHHOTO Kojia, ChOPMUPOBAHHOTO
koMmmsiTopoM. Ha paz0opky 1 moHUMaHHE TAaKOTO KO/ YXOAUT 3HAYUTEIHLHOE BPEMS TaKE Y
CIIEIMAJIMCTOB BBICOKOTO KJlacca B JJaHHOM 00JIacTh. 3a4acTyro JaKe aHaJU3 UCXOIHBIX TEKCTOB
MPOrpaMMbl, HAMMUCAHHBIX APYTHM YEJIOBEKOM, SIBJIICTCS HETPUBHATBHOM 3aaueii. AHAIN3 e MAIIMHHOTO
KOJIa YCJIOXKHSIET 3374y YKe B ThICSIUM pa3. HeocTaTouHO MpoBECTH aHAIN3 KaKI0M MAIlIMHHOW KOMaHIbl.
Kaxk nmpaBuiio, mpu aHaim3e MalIMmHHOTO KO/Ia TPUXOIUTCS YBS3bIBATh B €IMHYIO MOCIEA0BATEILHOCTh
nevictBuii kak MUHUMYM 80 — 100 GaiiT, YTOOBI MOHATH, YTO ACHCTBUTEIHLHO CKPBITO 32 JAaHHOM
MOCJIEI0BATEILHOCTRIO KO/I0B. Kak mpaBmiio, 3To 04eHb YCIOKHSIET aHAIN3 TTPOTrPaMMBbl

Banaqa HCCIICAOBAHUA MOAYJIA 3alllUThl 1 TIOHUMAHUA TPUHIUITIOB €Tro I[GflCTBPISI.
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370yMBIIIUIEHHUK JTOJKEH TOHSATh, KAKUM 00pa3oM IMOCTPOCHA 3aIlINTa, I7I€ OHA XPAHUT (€CIIM XPaHMUT)
KJTIOUEBYI0 HH(POPMAIIHUIO, TJI€ COXPaHSET (€CIIM COXpaHseT) CBOM METKU U KIIFOUH, HA KAaKOM 3Tare
MPUHUMACTCS PEUICHNUE O PErHCTPAUU IPOrpaMMBbl JTH00 00 OTKIOHEHUH peructpanuu. [lpu stom
3JI0YMBIIIUIEHHUK CTAJIKUBAETCs ¢ MPoOJIeMOii aHaIM3a MAITMHHOTO KOJIa, YTO MPUBOIUT K TPYIHOCTSIM,
IIEPEYUCIICHHBIM B IIEPBOi1 3a7a4e.

TpynHocTH peanusanuu yrpo3 oT yrpo3bl HapyIeHus! (PyHKIIMOHAIBHOCTH MOAYJIS 3AIUTHI U OT YTPO3bI
PaCKpBITUS KII0YeBON HH(DOpMAIIH

BriBoa: orcyrerBue HeobxoaumocTH 3amutsl [10!!!

[TponykTs! pupM, MpeHEeOPETAOIINX 3AIMUTON OT pean3aliy JaHHBIX YTPO3, OKA3bIBAIOTCS B3JIOMAHHBIMH
B YHCIIC TTEPBHIX.

Bombioit 00beM B3710MaHHBIX porpaMmM Ha peiHKe [10 ToBOpHUT 00 OOpPaTHOM,— YTO ATH YTPO3bI BIIOJIHE
peanbHbI U OCYIIECTBUMBI.

TpynHocTH peanuzanuu yrpo3 oT yrpo3bl HapymeHus: (yHKIIMOHATBLHOCTA MOIYJISI 3aIUTHI U OT YTPO3bI
PacKpBITUS KIIOUE€BON HHPOpMALIUU

CymiecTByeT MHOXKECTBO IMPOTPAMMHBIX TPOAYKTOB, 00JIETUAIOIINX 37I0YMBINIJICHHUKY pelIeHne 3a1a4 1 u
2! VX peanusanusi, B OTAEJIbHBIX CIyYasX JOBOJUTCS 0 aBTOMaTU3Ma

AnropuTMm pemeHus 3a1a4 1 1 2 moKa3bIBaeT, YTO OCHOBHAS 11€J1b, peIiacMasi 37I0YMBIIIJICHHUKOM TPH
B3iome I10

0 aHaJIu3 pabOTHl TPOTPAMMBI

0 MOWCK B HEH y4acTKa KoJa, OTBEUAIOIIETO 32 PEaTH3aI[Ui0 MOTYJIS 3aIIUTHI

0 JIeTaJIbHOE MCCIICIOBAHUE IPUHIIUIIOB U MEXaHU3MOB paOOTHI TaHHOTO MOJTYJISL.

Pemenue 3anau | 1 2 nokasbIBaeT, 4TO OCHOBHAsI LI€JIb, pEIIaeMasl 3JI0yMbIIUIEHHUKOM IIpH B3stome [10.

HpI/I OTOM CTABUTCA 3aJada NpCaACTaBJICHUA MAallIMHHOI'O KOJa Ha KaK MOXXHO 0oJiee BLICOKOM YPOBHE C
LECJIBIO YIIPOIICHHA €T0 ITIOHUMaHU .

Jii 3moyMblITIEHHUKA Hanbosiee onTUMaIbHbIA BapHaHT — POPMHUPOBAHHE 110 MAITUHHOMY KOy MOAYJIS
3aIUTHI, €r0 TEKCTa Ha UCXOIHOM S3bIKE BHICOKOTO YPOBHSI.

[Tom 0OpaTHBIM MpOEKTHPOBAaHUEM (Teverse engineering) MOHUMAIOT MPOIECC UCCIEAOBAHMS M aHAIN3a
MAaIIMHHOTO KOJIa, HAIICJICHHBIN Ha TIOHUMaHUE OOIINX MEXaHHU3MOB (D)YHKIIMOHUPOBAHHUSI TPOTPaAMMBI, a
TaKXe Ha €ro MepeBoJI Ha 0oJiee BEICOKUH ypOBEHb a0cTpakinu (0oJiee BEICOKUN YPOBEHD SI3bIKA
MIPOTPaMMHPOBAHUS ) BIUIOTH IO BOCCTAHOBIICHHSI TEKCTA MPOTPAMMBI Ha UCXOITHOM SI3bIKE
MIPOTPAaMMHUPOBAHHUSL.

OCHOBHBIMU METO/IaMU OOPATHOTO MPOESKTUPOBAHMUSI SIBIISIOTCS
* OTJIaJIKa [IpOrpaMM

* TU3acceMOIMpOBaHUE IPOTpaMM.

CpencrBa (HHCTPYMEHTBI) 0OPaTHOTO MPOCKTHPOBAHMUSI.

e OmiagunKu

* JluzacceMOmnepsl

* MOHUTOpPBI COOBITHIA

* Pegakropsl koza.

OTinaguuKu

[TporpamMmmHbIe CpeaCTBa, TO3BOJISIOLINE BHIMOIHATE IPOrPaMMy B IIOLIATOBOM PEKUME, KOHTPOJIMPOBATh
ee BBITNIOJIHEHUE, BHOCUTh U3MEHEHUS B X071 BBINOJIIHEHHS. JlaHHBIE CPEACTBA MO3BOJISIOT MPOCIEINUTh BECh
MeXaHHU3M paboThI IPOrpaMMbl Ha IPAKTUKE U SABJISIIOTCS CPEACTBAMHU TUHAMUYECKOTO UCCIIEIOBAHMS
paboThI Mporpamm

JuzacceMOnepsl

[IporpaMMHbIe cpecTBa, MO3BOJISIONINE MOJYYUTh JTUCTUHT MPOTpaMMbl Ha sI3bIKe acceMOuiepa, ¢ 1eJbio
€ro JajgbHeMIero craTnyeckoro u3yueHus. J{uzaccemOnepsl SBISIOTCS CPEACTBAMH CTaTHUECKOTO
HCCIIETOBAHMUS.

MoHUTOpBI COOBITHI
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[IporpaMMHEIe cpecTBa, TO3BOJSIONINE OTCICKUBATH OMPEICIICHHBIE TUITBI COOBITHI, TPOUCXOISIINE B
cucteme. Haubonee onmacHbBIMU 7151 IPOTPAMMHOTO 00€CIIEUeHUS C TOUYKH 3PSHUS UX 3aIUTHI SBIISIOTCS
MOHHTOPBHI OTIEPAIHiA C PEECTPOM U MOHHUTOPHI (PAIIOBBIX OMEpaIlHii, MO3BOJISIONINE POCISIUTh — KaKast
IporpamMma Kyzia 4 4To 3aluchbiBajia, CYUTHIBAIA U T.]I.
Penakropse! kona

3aHUMAIOT OTJEIBHOE MECTO CPEIU CPEACTB 0OPaTHOTO MPOEKTUpOBaHus. J[aHHbIe cpecTBa, Kak MPaBUIIO,
BKJIIOYAIOT (PYHKLUU AU3ACCEMOIMPOBAHUS, HO MO3BOJISIIOT TAK)KE BHOCUTH U3MEHEHHSI B KOJI TPOrPaMMBI.

Tema 7. 3amura nporpaMM OT U3y4YEHUS.
JlabopatopHas pabota. 3amura nporpaMm OT TU3aCCEMOIUPOBAHUSI.
[enb: OCBOMTH TEXHOJIOTHIO PAOOTHI C U3aCCEMOIEPOM U IEKOMITHIIITOPOM
Teopernueckas 4acTh

Jlnzaccembiep — TpaHCIATOP, MPe0OPa3yIONUi MAIIMHHBINA KOJl, 00EKTHBIN (haiin i OuOnuoTeyHbIe
MOJYJTH B TEKCT IPOTpaMMBI Ha sI3bIKE accemOepa.

[To pexxumy pabOTHI € MMOJIb30BaTENIeM ACIATCS Ha
* ABTOMaTHYeCKIE
* lIlnTepakTuBHBIE

[IpuMepoM aBTOMATHUECKUX TU3ACCEMOIIEPOB MOKET CIIYXKHUTh Sourcer. Takue nu3acceMOIepsl
TeHEePUPYIOT TOTOBBIN JIMCTUHT, KOTOPBIM MOXKHO 3aT€M MPaBUTh B TEKCTOBOM penaktope. [Ipumep
nHTepakTuBHOrO — [DA. OH 1MO3BOJISET U3MEHSTH MPABUIIA TU3aCCEMOIMPOBAHUS U SIBJISIETCS BEChMa
yAO0OHBIM UHCTPYMEHTOM JIJIsl UCCIIE0OBAHUS TPOrPAMM.

Jln3acceMOephl OBIBAIOT OTHOMIPOXOAHBIC U MHOTOTPOXOHbIe. OCHOBHAsSI TPYAHOCTbH ITPH padoTe
au3acceMoOiiepa — OTIMYUTh JaHHBIC OT MAIIMHHOTO KO/, TO3TOMY Ha TEPBBIX MPOXOJaX aBTOMATHYECKU
WJIA MHTEPAKTHBHO coOupaeTcst HH(pOpMaIys 0 rpaHuIax Mpoueayp U GyHKIU, a Ha OCIEIHEM MPOXOIe
(bopMHPYETCSI UTOTOBBIN JTUCTUHT. THTEpaKTUBHOCTH TIO3BOJISIET YAYUIIUTh 3TOT MPOIIECC, TAK KaK
MIPOCMAaTPHBAs JaMIT AU3aCCEMOTUPYEeMOid 00JIACTH MAMSITH, IPOTPAMMHUCT MOXKET CPa3y BBIACITUTH
CTPOKOBBIC KOHCTAHTBI, IaTh COJEPKATEIbHbIC NMEHA N3BECTHBIM TOUKaM BXOZa, IPOKOMMEHTHPOBATh
pazoOpaHHbIe UM (PparMeHTHI TPOTPAMMBEI.

Yae Bcero nu3zacceMOnep UCIoNb3yIOT AJIs aHAIM3a MPOrpamMMbl (HIIM €€ YaCTH ), UCXOJHBIA TEKCT
KOTOPOI HEU3BECTEH — C LENIbI0 MOAU(PHUKAIIMNH, KOTMPOBAHUS UK B3JIoMa. Peske — 115 morcka ommnbok
(OaroB) B mporpammax U KOMIWISITOPAX, a TAKXKe JJIs aHAJIU3a ONTUMHU3AIUU CO3JaBA€MOT0 KOMITUISTOPOM
MamuHHOTO KoAa. OOBIYHO OTHOMPOXOIHBIN Au3acceMoOiep (Kak U OCTPOYHBINA acceMOep) sSBIseTCs
COCTaBHOM YacCThIO OTIAqUHKA.

3amuTa oT AU3acceMOIMPOBAHUS

[TepBoe HampaBieHUE 3AIUTHI, KAK MPABUIIO, PEATU3YeTCs 3HAYUTEIBHO JIerye, 4YeM BTOpOoe, T0ITOMY OyieT
NIPUBECH JIMIIb KPAaTKHii 0030p AaHHOTO HanpasiaeHus. [Ipu peanusanuu 3ammThl IPOrpamMm OT
,Z[I/I33_CCGM6HI/IpOBaHI/I}I MOKHO MMPUMCHATH PA3JIMYHBIC ITPUCMBI.

Cpenun HUX HanboJIee YaCTO UCTIONB3YyeMbIM U A(h(DEKTUBHBIM TPUEMOM SIBJISIETCS 3aTU(DPOBKA U \ UITH
3arakoBKa OT/ICIBHBIX YYaCTKOB UCXOIHOTO KOJIa MJIH BCETO KOJa IETHKOM, TIPH 3TOM HEOOXOIMMO
M03a00THTHCS O pacrakoBKe \ paci(ppoOBKe MPOrpaMMbl Ha TOUKE BXOaa. TakuM 00pa3oM, MPpU IPOCMOTPE
WCTIOJTHSEMOTO MAITUHHOTO KOJIa UCTIOTHIEMOTO0 (haiiyia BMecTo pabodero Koja mporpamMmmel OyzeT
0TOOpaKeH JIHIIb O€CCMBICIICHHBIN HaO0p oneparuii. [Ipu peamuzamnuu 3auThl OT 1U3aCCEMOIIMPOBAHUS
UCTIONB3YETCS TaKXKe MHOKECTBO IMMPHUEMOB, KOTOPBIE PEaT3YIOTCS C IENbIO 3aITyTaTh MOTEHIIHAIEHOTO
B3JIOMIIMKA. MO)KHO HABECTH HECKOJIBKO MTPUMEPOB TAKOTO BH/IA TPHEMOB:

- YBEJIMUYEHHUE UCXOAHOTO KO/Ia POrpaMMbl 100aBIEHHEM MHOXKECTBA «0ECCMBICIIEHHBIX) ONEpalnid, a
pabounii y4acTOK MpOrpaMMbl 3aMUCaTh B ONPEIEICHHOE MECTO 3TOIO MHOXKECTBA;

- 3aMEHa MeCTaMH aIpecoB 00pabOTUMKOB (BEKTOPOB) MPEPBIBAHU, HAPUMEP, TTOMEHITh MECTAMU BEKTOP
npepsiBanus Buzaeo ceppuca (INT 10h) ¢ Bekropom npepsiBanus cepsuca DOS (INT 21h), mocne Takoit
3aMEHBI JIJIs1 BBI30BA U3 MPOrpaMMBbl Kako-mn0o gyukmuu npepeiBanus INT 21h HeoO6xoammo
MOJIb30BaThCs BI30BOM npepbiBadust INT 10h.

Jlnst nocTkeHust Hanbosee HaaeKHOU 1 A(D(PEKTUBHOMN 3aIIUTHI UCTIOIB3YETCSl KOMOWHAIIMS HECKOIBKIX
MIPHEMOB.
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3amuTa oT oIagku/ st 3aIKTEl IPOrpaMMBbl OT TPACCUPOBKH OTJIAAUYUKOM TAK)KE CYLIECTBYET HECKOJIBKO
cioco0oB. Hanbonee pacpocTpaHeHHBIMU SBIISIOTCS /1BA U3 HUX.

ITepBrriii crioco6

WUnes:

IIpu TpaccupoBke IporpaMMbl KOMaH/Ibl BBIIIOJIHSIOTCS 110 KOMaH/IE Y€I0BEKa, IO3TOMY JJIUTEIHOCTh
BBITNIOJIHEHMSI ONlepaluii(BpeMsl OT Havasla OJJHOW Ollepalyy 10 Havasia cienyroueil) usmensercs. [loatomy
B IIPOrpaMMy MOKHO BKJIFOYATh TOUKH JIJIsl IPOBEPKH BPEMEHU BBINOJIHEHUS OJJMHAKOBBIX Y4aCTKOB KOJia
nporpaMMsbl. Eciy BpeMsi BBINIOJIHEHHS BBIIIOJHEHHS OIMHAKOBBIX YYaCTKOB PAa3JIMYHA, TO 3TO 03HAYAET, UTO
IporpamMma TpacCUpyeTcs B TaHHBII MOMEHT, HEOOXOAMMO BBIUTH M3 IPOTPaMMBbI, HHAYE - MPOJOIIKUTh
BBITIIOJTHEHHUE.

AJITOpUTM peann3aiuu:

1. 3anoMHUTB TeKylee BpeMs;

2. BBINIOTHUTH KOHTPOJIBHBIN YYaCTOK KOJIa;

3. 3aroOMHMTH TEKYILEE BPEMS U Pa3HOCTh TEKYLIETO U MIPEIBIIYIIEr0 3aIOMHEHHOTO BPEMEHH;
4. BBITIOJTHUTH KOHTPOJIBHBIN Y4aCTOK KOJIa TOBTOPHO;

5. CpaBHUTB pa3HOCTb TEKYILETO BPEMEHU U IPEIBIIYILErO 3aIIOMHEHHOTO TEKYILIET0 BPEMEHHU C
IIpeAbIAYIIEN 3alIOMHEHHON Pa3HOCTHIO;

6. Ecniit pa3HOCTH COBIAIAIOT, MPOAOIKUTD BHIMOJIHEHHE, HHAYE — BBINTH U3 IPOTPAMMBI.

- MeTaMmopduueckoe npeodpa3zoBaHKe KoJa MPOrpamMMbl, O3BOJISIONIEE 3aIUTUTH IPOTPaMMy OT
M3acCeMOTUPOBaHMS M MOAU(DUKAIIHH;

- 3aIllMTa KIOUYOM OT/IEIbHBIX YYaCTKOB KO/ MPOrpaMMBbI (ITOIIEPKUBAETCS TOJIBKO B 3aPETUCTPUPOBAHHOMN
BEpCHUN);

- TIOJIHOE pa3pylleHUE JIOTUKH 3alllMIICHHBIX (PparMEeHTOB KO/ia, HE MO3BOJISIIOIIEe aHATU3UPOBATh
MIPOrpaMMy C IMOMOUIBIO AU3acceMOepa WK OTIa uuKa;

- obHapyxeHue u npoTuBonelicTere omiaauukam Softice, Ntlce, TD u np.;

- 3aIUTa TOYKH BXOJA;

- 3aIuTa oT Moau(UKalUU KOAa;

- 3alUIeHHas padoTa C peecTpoM, He O3BOJIIONIAs MporpaMmmam Bpozae RegMon onpenenuts, K KakoMy
KJIIIOUy peecTpa oOpalaeTcst TBOS IPOrpamMma;

- TEXHOJIOTHS " IMHAMHYECKOTO UMITOpTa", KOTOpas pa3pylIaeT MMEHA BCEX UMITIOPTHPYEMBIX (PYyHKIIHIA, a
Takke He ucnonbiyeT pyHkuuio GetProcAddress;

- CXKaTUe PecypcoB M UCHOTHUMOTO KOAA MPUIOKEHUS;

- TOA/IEPKKA KOPOTKUX CEPUHHBIX HOMEPOB (12 cHMBOJIOB);

- IOJI/IEPKKa BHEILIHETO reHeparopa cepuitHbix HomepoB ¢ OLE/DLL-unTepdeiicom;

- rexnonorust OneTouch Trial (o Helt unTail HIKE).

Camoe m1aBHOE, YTO HAC HMHTEPECYET — ATO MeTaMopduueckoe mpeodpa3oBaHue Koja MporpaMmbl 1
MOJ/IeP’KKA CEpUIHBIX HOMEPOB. MeTamopdrudeckoe KOTUPOBaHKE TIO3BOJIIET U3MEHUTH KOJI IIPOTPaMMbl
710 HEy3HAaBAEMOCTH U 3aIyTaThb OTJIAUUK U YEIOBEKa, KOTOPBIN 3aIyCTHII 3TOT OTJIaIYHK.
JIeKoMITUIISTOP.

OH nepeBoIUT IBOMYHBIN KOJI B CHMBOJIbHBIN Ha SI3bIKE KOMAH/1 KAaKOro-HUOYIb A3bIka. Hanpumep,
nracceMOIepsl, IEKIUNIEp U MHOTHE APYrHe. TH CPelICTBA MOSBUIINCH PaHbIIE OTIAJYUKOB, T.K. BHaUaje
HE OBIJIO apXUTEKTYPBI CO BCTPOCHHBIMH CPEACTBAMU OTIaKUBaHUs porpamm. C mOMOIIbI0
JIEKOMITWISITOPOB MOYKHO M3MEHSTh MCXOAHBIM KO MporpamMmsbl. J{omycTuM HE0OX0MMO BHECTH KPYITHBIE
M3MEHEHHUs B KoJl porpaMMsl. [IpsiMast BcTaBKa TBOMYHBIX KOJIOB HE IIOMOTAET, T.K. HApyIIaeTcs
pacroiokeHne METOK repexona u npouenyp. [Iporpamma — 31o nuHeiika Koja, Mo KOTOpor HyKHO
nepeMeInaTbes HEIMHEHHO, TEPEXOIUTh € OIpeIesIeHHBIM cMenieHneM. Ecin nHeiika yanuHsercs u3-3a
N00aBIEHHS YeTo-TO B Cepe/InHe, BCE CMEIIeHHUs OyIyT MMOKa3bIBaTh HE TyAa KyAa Hy»HO. [loBTopHas
MEPEKOMIIIISALIUS BIMCHIBAET HOBBIC CMEILICHUS.

Cpenu nexommnuisitopoB MokHO BeiienuTh: Hacker-VIEW (HVIEW), IDA (uHTepakTUBHBII
nu3accemMonep).
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C momomipto Hacker-VIEW M0xHO TOCMOTpETh 10001 MCTIOMHSAEMBIN (haiii 1Mo JIF000My CMEIICHHUIO.
MO’XHO BBITIOJIHUTH KaKyl0-TO YacCTh IPOrpaMMbl. DTO MO3BOJISET paclInpoBBIBATh IPOrPaMMBbI U
00XO/IUTh 3aIUTY OT TU3acCeMONIUPOBaHMs. DTOT IEKOMIMIATOP IIOHUMAET» KaK cTapble (hopMaThl
ucnonuseMsix QaitnoB DOS-COM u DOS-EXE, Tak u ¢hopmarsl ucnonusemMsix (aiiaoB Windows.

IDA odeHb MOIIHOE CPEeACTBO pabOTHI C acceMOIEpHBIMHU TeKCTaMu nporpamMm. O0magaeT mupoKUM
CIIEKTPOM BO3MOXKHOCTEH, nMeeT Oosee ynoOHsiii natepdeiic, uem Hacker-VIEW. Ouens xopoiio
MpeyCMOTPEHA apXUTEKTypa padoTsl nporpamm B Windows (Takue Bemmu, kak DLL, pactmpeHHbIN pexuM
paboThI ¢ TAMSTHIO U T.11.).

JIeKOMIIWIIATOPBI IIPOrpaMM 3aHUMAIOT CBOE MECTO B MHCTPYMEHTApUU B3JIOMIIMKA. B OCHOBHOM 3TO
COBMECTHOE UCIIOJIB30BAHUE C OTJIAJYUKAMH.

Bropoe cpencTso — oTnaauuKku.
OTna 4Ky MO3BOJISIOT 3aITyCKATh OT/IEJIbHBIE YACTU MPOTPaMMBbI U CIEIUTh 3a H3MEHEHHUSIMHU, KOTOPbIE OHA
IIPOM3BOJINT, 32 PE3yJIbTaTaMU €€ paboThI.

3amuTe OT OTVIAJKU HE CTOUT YIENISATh MHOTO BPEMEHHU, T.K. BCE BOBMOXKHBIE XUTPOCTH U NMPUEMBI yKe
M3BECTHBI ¥ B3JIOMIIMKAM U rporpaMmuctaM. Tak ke u mudposanue. JI1000il xakep, eciu noiyqaer 3aka3
Ha B3JIOM, UMEET JOCTYI K HOPMaJIbHOM KONUU nporpammbl. To ecTh OH ee 1100 MOKET KyNHTb, JTH00
MOTI0JIH30BATHCS €10 Ha KOMIIbIOTEPE MOKYIIaTes.

Cpenu otmmaguukoB Beiaenum: SOFTICE u WINICE.

C nosiBiennem Windows oTiaka mporpaMm craja Ha IMOpPSJIOK MPoIIe U HAMHOTO ynoOHee
nu3acceMOnupoBanus. [[puHIMITHANBHO U3MEHUIICS CTUIIh HEKOTOPBIX aTak Ha 3allMTy mporpamm. Tenepsb
HE HaJI0 IIIar 3a IIaroM CMOTPETh Ha acCeMOJICPHBIN KOJI, «IIPOIUPATHCSD CKBO3b JIEOPH HE3HAYAIINX KOJIOB
1 3aiuT. Ternepb HAaZ0 OTJIOBUTH HYXKHOE COOBITHE U IMOHATH KaK Ha HETO pearupyer mporpamma. 1o,
KOHEYHO, He Bceraa ObIBaeT Tak MPOCTO, KaK BHIVIAIUT Ha cioBax. Kak u panee, omiazka TpeOyeT 3HaHUE
ApXHUTEKTYPBI ONEPALUOHHON CUCTEMBI.

HeBa)kHO HACKOJIBKO CIIOKHBIM OBLT OBl MEXaHU3M 3aIlIUThI, BCE CBOIUTCS K MPOCTEHINEH MPOBEPKE UITH
nemudposke. U B3710M, B ciTydae ¢ MPOBEPKO, MOXKHO pa30MTh Ha J[Ba 3Tala: YCTAaHOBKA «OpEHKOB» Ha
«TOA03pHUTENbHBIE) (Iiaru, OOHAPYKEHHBIC B MPOIEAYPE 3alUThI; aHaU3 oOparieHuit k ¢aaram. [To
PEaKIMK MPOTPaMMbI MOJKHO CYIUTH (par 3To WM MPOCTO MIePEMEHHAsI.

[IpakTryeckas 4yacThb.

1. 3yunts TeopeTrueckyro yacTb. Crenarb 3alucu B TETPAIHU.
2. IlpoBecTr cpaBHEHHE NEKOMIMIATOPA U oTiaauuka. [1o JaHHBIM COCTaBUTh TAOIUIly CpaBHEHUH.
3. OTBETUTH Ha KOHTPOJIbHBIE BOIIPOCHI

KoHTponbHbIE BOTPOCHI:

. Uro Takoe nuzaccemOnep?

. Kak mpoucxoaut 3ammra mporpaMm OT IU3acceMOIMpOBaHUs?
. Kak npoucxonut 3amura nporpamMm oT OTIaAKU?

. Kakue BuAbI OTJIaqUUKOB BBl 3HAeTE?

. Uro Takoe nekoMnuisiTop?

. Kakue oH ¢yHKIIMU BBITIONMHSACT?

. Urto Takoe TpaccupoBka?

. Kakue Bunb1 nu3acceMOiepoB BaM U3BECTHBI?
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. Kakue npuems! nuzacceMOnupoBaHusi BAM U3BECTHBI?
4.3 TIpomexxyTouHas aTTecTalus 10 AUCIHUILTMHE TPOBOAUTCS B hopMe 3aueTa

Tunosbie Bonpocskl 3auera (YK-6)
1 TlpeameTt u 3a7aun MpOrpaMMHO-ANMAPaTHOM 3alTUTHI HHPOPMAITUH.
2 IIpenMer u 3aaa4¥ MPOTPAMMHO-AIMIIAPATHOHN 3aIIUTH HHPOPMAIIHH.
3 Knaccudukanust METOIOB U CPEACTB MPOrPAaMMHO-AIIIapaTHON 3aIIUThl HH(OPMAITIH.
4 UnenTtudukanms.
5 Unentudukanus cyobekra.



6 IlonsTHE MPOTOKOJIA UICHTH(PHUKALINY.
7 Unentudummpyromas naGopmarus.
8 3ammMra TaHHBIX OT HECAHKIIMOHUPOBAHHOTO AOCTYIIA.
9 OcHoBHbIE TOAXOABI K 3aLIUTE JAHHBIX OT HECAHKLIMOHUPOBAHHOTO JIOCTYTIA.
10 udposanue.
11 KoHTpoJib ocTyma U pa3srpaHu4eHue JOCTya.
12 Uepapxudeckuii 1ocTym K (aiy.
13 3ammra cereBoro (aitioBoro pecypca.
14 ®ukcanus goctymna K daitnam.
15 JocTyn K TaHHBIM CO CTOPOHBI IIpoIIecca.
16 Ilponecce! u naHHBIE.
17 Cnoco0s1 pukcanuu akra gocTyra.
18 HanexXHOCTh CUCTEM OTrpaHUYeHHMS 10CTyNa.
19 3amura daitioB OT ©3MEHEHHUS.
20 DnexTpoHHAas HU(PPOBAst MOIHCh.
21 TIporpamMHO-anmapaTHbie CpeaCcTBa MG POBAHMUS.
22 IloctpoeHue anmnapaTHbIX KOMIOHEHT KPUITO3ALIUTH! JAHHBIX.
23 3ammra anroputMa ImHUQpPOBaHHUS.
24 TIpuHUIMI YyBCTBUTEIBHOM 00IACTH U MPUHIIMII TIABHOTO KJTHOYA.
25 HeoOxoaumbie U qOCTATOYHBIC (DYHKIIMH aIllIapaTHOTO CPEACTBA KPHUITO3AIIUTHI.
26 Meronpl M cpencTBa OrpaHMuYEHHUs JocTyna K koMmnoHeHTam OBM OrpanunueHue nocrtymna K
KoMrnoHeHnTam OBM.
27 3ammTa nporpaMm OT HECAaHKIIMOHUPOBAHHOTO KOITMPOBAHUS.
28 Tlaponu u KIIrOUH.
29 OpraHu3zaius XpaHEeHUs KIFoUeH.
30 3amuTa mporpamMMm OT U3yUYEHUS.
31 OO61ue NPUHLIHUIIBI 3aTUTHI OT U3yYCHHS.
32 3ammra OT OTJIAJKH.
33 3ammuTa OT AU3acceMOIUPOBAHMUS.
34 3amuTa OT TPaCCUPOBKU IO MPEPHIBAHUSAM.
35 3ammra oT pa3pylLIarolUX IPOrPpaMMHBIX BO3IEHCTBUH.
36 KommbproTepHbie BUPYCHI KaK 0COOBIH KJIACC pa3pyIaloIUX MPOrPaMMHBIX BO3CHCTBUN.
37 HeoOxonuMble U TOCTATOUYHBIE YCIOBHS HEIOMYIIEHUS pa3pyIIAIOLIETO BO3ICHCTBHSL.
38 IloHsTHE M30IMPOBAHHON MPOTrPAMMHON CPEIBI.

Tunosble 3aganusa as 3adera (YK-6)

1 Ilpoekr xopnopaTMBHON CE€TH JUIsl KOMIUIeKca 3aaHuil. IIpoekTupoBaHME HEpapXUUECKOH CETH.
TpeboBanus k cetu. [I[puHIUIIBI CTPYKTYPUPOBAHHOTO MTPOSKTUPOBAHHUS.

2 Hepapxus ceTu. YpOBEHb AOCTYyNA. YPOBEHb PaCIpeNeIeHHs. YPOBEHb Apa.

3 KopnoparuBHas apxutekrypa Cisco. Moaynp KOMIUIeKca 3MaHUN MpeanpusaThs. Moayab TpaHHUIIbI
npennpustud. [‘panuna cetu oneparopa cBsi3u. YaanéHHas GyHKIHOHAIbHAS 00IacTb.

4 PazBuBaromuecss ceTeBble apXuUTeKTypbl. CeTum 0e3 TpaHuil. ApPXUTEKTypa COBMECTHOW palOTHI.
[{enTpsl 06pabOTKM TaHHBIX M BUpTyaidu3anus. Pacuimpenue cetu.

5 Tonknrouenue k rodansHOM cetn. Cetn punmanoB. PacnpenenéHnas ceTh. YCTponcTBa I100aabHOM
cetu. KommyTanus kaHaa0B 1 KOMMYTAIMsI TAKETOB.

6 CepBucel mnobanpHOW ceTu. MupacTpykrypa cetu omeparopa. WHPpacTpyKTypbl YacTHBIX
m1o0anbHBIX ceTeil. ApeHmoBanHble JimHMH. Kommytupyemsiii moctyn. ISDN. FrameRelay. ATM.
WAN Ha ocHose Ethernet. MPLS. VSAT.

7 Nudpactpykrypa obmenoctynHoi riobamnpHoi cetu. DSL. Kabenb. BecnpoBomHbIe TEXHOIOTHH.
CoroBas cBsi3b. Texnonorust VPN. Bri6op crioco6a mofximodeHus K moodaabHOM ceTu.
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8 IlocnenoBarenbHoe coequHeHue "Touka-Touka'. IlocnenoBarenpHble U napajenbHble TOpThl. CBA3b
[0 MOCJEN0BAaTEIbHOMY KaHaly. MyJIbTUIIEKCHPOBAHUE C pa3fei]€HUEM IO BPEMEHHU. YCTpoOWCTBa
DTE u DCE. IlocnenoBarenpHble Kabemu.

9 Nnkancymsmus HDLC. Tumbl kampoB. Hacrtpoiika W oTiagka mocieqoBaTelbHOTO WHTEpderica.
[Tpuntun padotsr mpotokosia PPP. LCP u NCP. Ctpykrypa xaapa PPP. Ceancs PPP.

10 Hacrpoiika npotokosnia PPP. Komanner 6a3oBoii HacTpoiiku. Cxxkarue TaHHBIX. MOHUTOPUHT KayecTBa
kanana PPP. IIpoBepka HacTpoek.

4.4. Illkana onieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU
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Jeckpuntops! (ypOBHU) — OCHOBHBIC MPU3HAKKA OCBOCHUS (TIOKa3aTEIH

Onenka Kommnerenrim
TOCTYKCHHSI pe3YJIBTaTa)

«3a4TCHO» YK-6

(50 - 100 6amoB)

«HE 3aYTCHOY» YK-6

(0 - 49 6amnon)

5. Metoanueckue yKkazaHus JJisi 00y4al0UIUXCsl 10 OCBOEHHM IO TMCIUILIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OPraHU3alUH CaMOCTOSITEIbHOIN paboThl 00yUYaromuXCs:

[Tpuctynas k M3y4EHHIO AMCLUIUIMHBI, B IEPBYIO odepelb OOydarolMMcs HEOOXOIUMO O3HAKOMMTBCS
comepkanremM padouei mporpammbl aucturumabl (PIT[]), koTopas ompenensieT comepskaHue, oObeM, a
TaKXKe MMOPAJO0K U3yUeHHsI U IIPENoAaBaHus ydeOHON AUCIUILINHBI, €€ pa3/elia, YacTH.

Jln1st caMOCTOSTENbHON pabOThl BaKHOE 3HaUECHUE UMEIOT paszienbl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauuecKkoe U HH(popMaIMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruaabHO-TEXHUIECKOe
o0ecriedeHre TUCIUILTNHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM u conepkaHWe IUCIHMIUIMHBD) YKa3bIBAIOTCS BCE pasfelibl M TEMbl H3y4aeMoil
JTMCLMIUIMHBIL, @ TAK)KEe BUJBI 3aHATHH U TNIAHUPYEMBbI 00bEM B aKaJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
pexoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEpATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLUUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHuUE,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COIEPKUTCS MEpeueHb
npo¢eCCHOHANBHBIX 0a3 TaHHBIX U MH()OPMAIIMOHHBIX CIPABOYHBIX CHCTEM, HEOOXOAUMBIX IS OCBOCHUS
JUCLUIUINHBL.

5.2 Pexomennanuu o0y4aromumcs o padbore ¢ TEOPETHUECKUMHU MaTepHallaMy 110 TUCIUITIIMHE

[Tpu n3yuennn u npopaboTKe TEOPETUUECKOTO MaTepraia HeoOX0IUMO:

- IPOCMOTPETH €Ile pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAHHOM OMOJIHUTEIbHOU
JIUTEPATYPBL;

- IIPA CAMOCTOATEIbHOM M3Y4YEHHH TEOPETUYECKON TEMBI CAENIaTh KOHCIIEKT, HCIOJIb3Yysl PEKOMEHIOBAHHbIE
B PITJI ucrounuku, npogeccuoHanbHble 0a3bl JaHHBIX U HHPOPMALMOHHBIE CIIPABOYHBIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JJIsI CAMOCTOATEIILHON pabOoThI, TTO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepralibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayqHOU U y4eOHOM JIUTepaTypoit

PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JIHUTEPATYpOl SIBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKIIUH.

KoHCHeKT JIeKnu JOKEeH coliepKarh peepaTuBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeneHHble B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KoHCeKT MOXKeT OBITh BBITIONIHEH B paMKax pacliedyaTKH BbIIa4uH
MPe3eHTAlUi JIGKIUH WM B OTACNBHOW TeTpaau mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.



KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBbHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBE€ThI Ha Ka)KI[BIﬁ IOCTaBJICHHBII B TEME BOIIPOC, HUMCTL CCBUIKY Ha HWCTOYHHUK I/IH(bOpMaI_[I/II/I C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa HW3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
Koucmexkt moxer 6I>ITB OIMOPHBIM (COI[ep)KaTB JIUIIIb OCHOBHBIC KIIFOYEBLIC HOSI/II_II/II/I), HO TIpU 3TOM
MO3BOJISIIOIIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OMpeaAciACTCa CaMUM CTYACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XOAYy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHaIMK 10 IOATOTOBKE K OTAEIBHBIM 3a/IaHUSIM TEKYIETO KOHTPOJIS

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH [0 BOIpOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
paszgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXKET TPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBUJILHOCTH OTBETA IO CO/IEPIKAHUIO;

- IOJIHOTA U TITyOWHA OTBETA;

- CO3HATENIbHOCTh OTBETA;

- IOTUKa U3JI0KECHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUs TOCTABIEHHON yueOHO! 3a1auu;

- CBOEBPEMEHHOCTh U A((HEKTUBHOCTH UCIIOIB30BAHMS HATMISIHBIX MOCOOM U TEXHUYECKUX CPEACTB MPHU
OTBETE;

- HCTIOJIb30BaHMUE JIOMOTHUTEIILHOTO MaTepuarna;

- palMoOHAJIbLHOCTD HUCIIOIB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTUYECKOTO 3aHATH. [Ipy BBICTYIUICHHH C MPE3eHTalMell HeoOX0MuMOo oOpaIiaTe BHUMAaHHE
HA TaKWe MOMEHTHI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyalbHOCTh TEMbI, MOJIHOTA €€ PACKPBITHSA, CMBICIOBOE COMAEp)KaHUE,
COOTBETCTBHE 3asBJICHHOM TEMbI COJIEP)KaHNIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBHUE COACpPKAHUS U JIMTEPATyphl), MpaKTUUeCKas HaNpaBIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON QopMe, aJleKBaTHOCTh UCIOIb30BAHUS TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauaM,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTD MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: O00bheM (ONMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBO€ OQOpMIIEHHE, CTPYKTypUpOBaHHE UHOpMAINH,
COOTBETCTBHE 3asBICHHBIM TpPEOOBAaHUSM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE PErIaMeHTa, SMOIIMOHATIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpPOBaHHbIE, INTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3jiesaM MporpaMMmbl:
- coiep)aHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, PacKpbITUE TEMBbI, JIOCTYIHOCTh
uznoxkenus, d3PpdextuBHoCcTh npuMeHeHus cpeacts HWKT, cmocoObl u  yciaoBHs —JIOCTHXKEHHUS
pPEe3yNBbTaTUBHOCTH W 3(P(EKTUBHOCTH U1l BBIMOJHEHHS 3a/1a4 CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeNIbHOCTH, JI0Ka3aTeJIbHOCTh MPUHUMAEMbIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHMUS,
BBIBO/IB.

6. YueOHO-MeToAUYecKOe U MHPOPMALIMOHHOE 00ecnieYeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:

39



1. Ilamerun, B. @&. HWudopmaumonnas Oe3omacHOocTh u 3ammra uHpopmammu. - 2024-09-24;
WNudopmanmonnas 6ezomnacHocTh u 3ammra nHpopmarmu. - Caparos: I[Ipodobdpazosanue, 2019. - 702 c. -
Tekcer : anextponnsrii / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/87995.html

2. Jlomarun [I. B. [IporpamMmMmHo-anmaparHas 3anura HHGOPMAIMH : 3JIEKTPOH. yueb. mocodue. - TamOo0B:
[b. n.], 2014. - 1 snextpoHn. ont. guck (CD-ROM)

3. UBanosa, H. 0., Mansixuna, B. I. CucrtemHOe U mpHKIagHOE MpPOrpaMMHOE obecrieueHue : yueOHoe
nocobue. - Becb cpok oxpaHbl aBTOpCKOro npaBa; CUCTEMHOE U MPUKIIAJHOE IPOrPaMMHOE 00eCIIeUeHHE. -
Mocksa: IIpomereit, 2011. - 202 c. - Tekcr : snekrponnsii // IPR BOOKS [caiit]. - URL:
http://www.iprbookshop.ru/58201.html

4. bamer I1. H., bapanosa E. K., badam A. B. MadopmarmonHas 6e30macHOCTh : y4eOHO-IIPAaKTHUECKOE
nocobue. - MockBa: EBpasuiickuii oTKpbIThIii HHCTUTYT, 2011. - 375 c. - Tekct : snexrponnslii // DBC

«YHUBEpCUTETCKAS OunbIMoTeKa OHJIANH» [caitT]. - URL:
http://biblioclub.ru/index.php?page=book&id=90539

6.2 JlononHUTENbHAS JIUTEPATYpA!

1. IIporpamMmHoO-anmapaTHas 3anuTa HHGOpMaLuH : y4e0.-MeTo/. KoMIuIeKe, biiok 5: 3amuTa nporpamm ot
u3ydeHus: TeopeTudyeckue M TEXHUYECKUE ACIMEKThl BBISBICHHUS PAOOTHI 3alIUIICHHOTO MPHIOKEHUS B
aHOMaJBbHBIX M HUCKYCCTBEHHBIX cpemax. - [TambOoB]: M3m-Bo TI'Y, [200. - 1 s1eKTpoH. ONT. IHCK

(CD-ROM).

2. BomocaroBa T.M., JlemncoB A.B., UnuBapun H.B. KomOmHMpOBaHHBIE METOIBI 3aIIMTHl JAHHBIX B
CAIIP. - [M.]: Hosie Texnomorun, Madopmarnmonusie Texnomorun, 2012. - 32 c.

3. CnenmanpHOE ¥ IPHUKJIAIHOE MPOTPaMMHOE obecrieueHne : yueo.-meron. komruieke, biiok 1: [lnunonckoe
nporpaMMHoOe obOecrniedeHrne. PyTtkuthl. [Iporpammubie 3akmanku: oOHapyXKeHHE W HEWTpaau3amus. -
[Tam60B]: U3a-Bo TI'Y, [200. - 1 sanexTpoH. ont. nuck (CD-ROM).

4. CneumanpHOe W TPHKIAIHOE MPOrpaMMHOE oOecredeHrne : yuebd.-MeToA. KoMIuiekc, biok 2:
BpannmMayspel: MexceTeBble dKpaHbl. llepcoHanbHble MexceTeBble 3KpaHbl. OmnpezeneHre HaAEKHOCTU
MeXCeTeBbIX IKpaHoB. - [TamOoB]: U3za-Bo TI'Y, [200. - 1 anexTpon. ont. auck (CD-ROM).

5. CnenuanpbHO€ W TPHUKIAAHOE TMPOTPAMMHOE OOECIedYeHne : YyueO.-MeTOA. KOMIUIEKC, biok 3:
Boccranosnenne yrepsanoit nabopmanmn. be3Bo3BparHoe ynanenue naopmanuu. AHOHUMHAs paboTa Ha
kommbioTepe. - [Tam6oB]: U3a-Bo TI'Y, [200. - 1 anekrpon. ont. guck (CD-ROM).

6. CnenuanbHOe W MPUKIAIHOE porpaMMHOe obecriedeHue : y4ed.-MeToa. komiuieke, biok 4: CkaHepsl
ysi3BuMocTteit. - [Tam6oB]: Uzn-Bo TI'Y, [200. - 1 anexTpon. ont. auck (CD-ROM).

6.3 VHbIe NCTOUHMKMU:

1. ®enepanbueblii mopran «Poccuiickoe odpazoBanue» - http:// www.edu.ru/

2. @enepanpHoe xpaHwmmnie «EnuHas Kkoyuteknus 1HQPOBBIX 00pa3oBaTeNIbHBIX pPECypcoB» -
http://school-collection.edu.ru/

3. @enepanbHas ciyx0a 1Mo Haa3o0py B chepe oOpazoBaHus U HaykH - http://obrnadzor.gov.ru

4. Bonpocsl oOpazoBanus - http://www.ecsocman.edu.ru/vo

7. MaTepuaJbHO-TeXHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecrnedyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jis mpoBeneHWsl 3aHATHH MO JUCIHMIUIMHE HEOOXOAWMO CIeIyIollee MaTepuatbHO-TEXHUYECKOe
obecriedeHre: ydeOHble ayAUTOPHH JUIsl TPOBEACHHS 3aHATUN JIEKIIMOHHOTO M CEMHHAPCKOTO THIIA,
TPYIIOBBIX W HMHIUBHUIYaJbHBIX KOHCYJIBTAllUH, TEKYIIEr0 KOHTPOJISA U TNPOMEXKYTOUHOW aTTeCTallWH,
TIOMEIIIEHUS ISl CAMOCTOSTEIBHOM paboThI.

VY4eOHble ayTUTOPUN U MTOMELICHHUS ISl CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHUs yueOHoM nHpopManuu
OO0JIBIIION ayTUTOPHH.

[TomereHus: A1 CaMOCTOSITEIbHON PabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHnEeM JloCcTyna B AIEKTPOHHYIO
nH(pOPMAITMOHHO-00pa30BaTEILHYIO CPENy YHUBEPCUTETA.
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Jlnst mpoBeeHusl 3aHATHI JIEKIIMOHHOTO THIIAa UCTIONB3YIOTCS HA0OPBI IEMOHCTPAILIMOHHOTO 000PYI0BaHUS,
o0ecreYnBaroIe TEMaTHYEeCKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JlumeH3noHHOE U CBOOOHO pacpOCTpaHsIeMOe IPOrpaMMHOE 00eCTICUeHHE:
Microsoft Windows 10

®duxkce 3.0 (mporpamma GUKCAIMKA U KOHTPOJIST UCXOTHOTO COCTOSTHUS )
Crypton IP Mobile

CryptonLock

Crypton Jlo3op

CryptonFastDisk

CryptonEmulato

CryptonDisk

Crypton LITE

CryptonArcMail

CryptonOffice

CryptonWipe

bubnuoreka CryptonArcMail

bubmuoreka Crypton DK

Crypton IIudposanue

Hpaiisep mudposanus RuToken

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DNEeKTpOHHBIN KaTrajaor @yHIaMEHTaIbHON OoubmuoTeKn TTV. — URL:
https://www.tsutmb.ru/biblio/elektronnyij-katalog/

2. VYuuBepcuTeTckas OMONIMOTEKa  OHJIAHH:  DIEKTPOHHO-OMONMoTeuHas  cuctema. —  URL:
https://biblioclub.ru

3. Hayunas snexkrponHas 6ubmuorexka eLIBRARY.ru. — URL: https://elibrary.ru
4. Poccwiickast rocynapcTBeHHas: Onbmuoreka: opuimanbHeii cait. — URL: https://www.rsl.ru
5. [Ipe3unentckas 6ubnuoreka umenu b.H. Enpriuna. — URL: https://www.prlib.ru

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mnpernopaBaTenss M CTy[JEHTa B TIpolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEMMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOJIB3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00pA30BATEILHON CPEe YHUBEPCUTETA.



